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As part of our FY 2019 Audit Plan, Internal Audit conducted an audit of the cash handling, petty 
cash, and purchasing cards programs to ensure they had strong internal controls.  
 
Based on our audit, we identified five issues related to these processes that need to be 
addressed of which three are considered high priority and two are medium priority. There are 
13 recommendations associated with these five findings which when implemented should 
strengthen the internal controls. Several issues were corrected during the course of the audit. A 
description of our prioritization is located on Appendix A on page 35.  
 
We would like to thank the City Attorney/City Prosecutor, Finance, Fire, Human Resources, 
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review.  
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Executive Summary 

Audit of Cash Handling, Petty Cash and Purchasing Cards 
 

1. Reason for the Audit 

The 2014 KPMG Utility Undergrounding report 
and recent external auditor findings 
recommended corrective actions to 
strengthen the City’s oversight of cash 
disbursements. In response, Internal Audit 
included an audit of cash handling, petty cash 
and purchasing cards to the FY 2019 Audit 
Plan. 

2. Background 

Although primarily administered through the 
Municipal Services Division of Finance, certain 
departments have established internal 
cashiering functions. The City also allows 
employees to make purchases and 
reimbursements under $100 using petty cash. 
Departments can also designate employees to 
use a purchasing card with specific spending 
limits and restrictions. The City has policies for 
staff who handle cash, maintain petty cash 
accounts, and use purchasing cards. It is 
important that the City have adequate and 
effective procedures in place to safeguard its 
financial resources. 

3. Objective  

The purpose of this audit was to determine if 
cash handling, petty cash, and purchasing 
cards have strong internal controls and 
adequate segregation of duties.  

 

4. Scope 

The scope of this audit included cash 
payments, petty cash accounts, and 
purchasing cards activity in select 
departments from July 1, 2017 to December 
31, 2018.   

5. What We Found 

Based on our audit, there are three high risk 
issues and two medium risk issues that 
should be addressed to further strengthen 
internal controls and segregation of duties. 

The high risk issues identified are: 
 Fire Department cash handling 

practices contain significant internal 
control weaknesses 

 Noncompliant petty cash practices 
 Petty cash policy not enforced and 

inconsistent with other financial 
policies 

6. What We Recommend 

The 13 recommendations detailed in the 
report include:  

 retraining employees on cash 
policies 

 changing/standardizing 
reimbursement practices 

 reduce or eliminate petty cash 
accounts 

 updating petty cash policy,  
 report serious noncompliant 

practices to Human Resources for 
investigation 
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Reason for the Audit 

This audit was identified in the FY 2019 audit plan based on recommendations and corrective 
actions taken from the 2014 KPMG investigation of the Underground Utility Program. 
Additionally, in FY 2018, the City’s external auditors identified significant deficiencies related to 
the City’s lack of policies to finalize bank-reconciling items in a timely manner, which includes 
the timely processing of payments. Since the issuance of the KPMG report, the City has 
undertaken efforts to increase internal controls over cash handling, petty cash, and purchasing 
cards.  

Background 

The Finance Department is responsible for managing the City’s cash handling, petty cash, and 
purchasing card programs, as well as ensuring compliance with the policies governing the use of 
these financial instruments. All departments and individual employees that handle cash, 
maintain petty cash accounts, or use purchasing cards are responsible for adhering to the 
policies and procedures memorialized in the City’s municipal code, Manual of Personnel and 
Administrative Rules (Manual), and any specific directives approved by the Director of Finance 
for departments as they relate to their fiscal activities.  

Cash Handling 

According to the Manual, managing the inflows and outflows of payments is the primary 
responsibility of the Finance Department (Treasury Division), as well as any department that 
accepts payments. A cash handler is any employee with custodial responsibility and liability for 
City money. Custodial responsibility means any employee that receives cash, checks, vouchers, 
or any cash equivalent is by default a cash handler, and liable for that cash until it is deposited 
in a City bank account. Custodians are responsible for properly setting up their individual cash 
drawers and ensuring the accuracy of money received (either in the form of cash, credit cards 
or checks) and paid out. They are responsible for depositing any City money within 24 hours, 
which also includes the input of the payment into the City’s central cashiering system referred 
to as Tyler Cashiering.  

An individual cash handler creates a cash batch in the system to account for the fees collected 
throughout their shift, and then perform a reconciliation of currency collected and paid out to 
create a final settlement report to balance with the opening amount in their drawer. A different 
designated department official is then responsible for completing another count of currency 
collected by individual cashiers, creating a daily deposit summary, securing all cash and cash 
equivalents in an secured deposit bag, and ensuring Tyler batches are all closed for that day. 
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The designated official should also schedule regular daily deposit pickups by the City’s armored 
car service to deliver collected cash to the Finance Department for deposit.  

Department Petty Cash Accounts 

The City’s municipal code established a revolving fund for use by departments, with each 
amount available determined by the Director of Finance with the approval of the City Manager. 
Funds are to be used only for services, transportation and material and shall not exceed $100 
except in an emergency. The department head is responsible for all charges against said funds. 
Petty cash fund accounts may be maintained in currency form or drawn from a checking 
account as approved by the City Treasurer. Employees generally incur the expense first and 
request reimbursement via a department custodian. When determined to be necessary, a cash 
advance can be made by the custodian if the need meets the conditions outlined in the policy. 
Per the petty cash policy, expenditures that a reasonable and prudent person would consider as 
having a public purpose, benefit of the City, and not personal in nature are allowable. 
Employees must exercise good judgement in spending these funds and avoid any expenses that 
may appear inappropriate. During the period reviewed, the City had 47 petty cash accounts 
totaling approximately $100,0001 as noted below in Table 1.  

                      Table 1: Summary of Petty Cash Accounts by Department 

 

             Source: Treasury Division, Finance Department  

                                                           
1 Not included is a $1,000 petty cash account from the Rose Bowl prior to the transition to the Operating Company.  

Department 
Number of  
 Accounts 

Total Petty  
Cash 

City Attorney/City Prosecutor 1  $            5,000  

City Clerk 1  $                200  

DoIT 1  $                375  

Finance 4  $          21,112  

Fire 2  $            1,600  

Health 2  $            3,500  

Housing 2  $            2,000  

Human Services & Recreation 2  $                100  

Library 4  $            3,050  

Planning 2  $            2,100  

Police 12  $          49,100  

Public Works 4  $            3,600  

Transportation 4  $            2,575  

Water & Power 6  $            7,300  

Grand Total 47  $        101,612  



Audit of City Cash Handling, Petty Cash, and Purchasing Card Programs 

  

Internal Audit Division 
City Manager’s Office 3 A19-FIN-01 

Purchasing Card Program Overview 

The purpose of a purchasing card program is to establish a more cost effective method to 
purchase materials and supplies. The program helps to expedite purchases as well as reduce 
the need for purchase orders, invoices, and checks for one-time purchases. The cards have 
some preventive controls built in, including pre-defined spending limits for single purchase, 
daily, weekly, and monthly spending limits. Additionally, there are also predefined merchant 
category restrictions that prevent the use of the card at prohibited business and/or purchase 
types, such as liquor stores or adult oriented businesses. The City’s purchasing card policy and 
Purchasing Handbook contains the prescribed policies and procedures for this program. 

To receive their card, employees must meet with the Purchasing Card Program Administrator in 
the Finance Department (Purchasing Division) to go over the purchasing card policy and 
cardholder responsibilities. Cardholders are required to sign a formal agreement each time they 
receive a new or replacement card. On a monthly basis, each cardholder is required to review 
their card statement purchases, compile all receipts, and ensure there are no discrepancies. If 
there are discrepancies, then the cardholder must report these to the Purchasing Administrator 
and notify the bank. These discrepancies should be noted in the financial system (Munis) 
reconciliation notes as well.   Each department with purchasing card users are required to have 
an employee serve as a Purchasing Card Official who collects all of cardholder statements, 
ensure there is adequate supporting documentation, and submits this information to Finance. 
As of February 20, 2019, there were 259 active purchasing cardholders citywide and as of 
January 29, 2020 there are 242 active cardholders. The departments with the largest number of 
cardholders are Police, Water and Power, and Public Works. Table 2 provides a summary of 
purchasing card users by departments.  
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Table 2: Purchasing Card Holders by Department 

 
Department 

Number of  
Cardholders 

 
2019 2020 

City Attorney/ City Prosecutor 6  4 
City Clerk 5  5 
City Council 1  1 
City Manager 7  8 
Information Technology 6  6 
Finance 7  7 
Fire 23  21 
Health 14  15 
Housing 6  6 
Human Resources 14  13 
Human Services & Recreation 8  9 
Library 9  9 
Planning 6  6 
Police 63  64 
Public Works 35  31 
Transportation 8  8 
Water & Power 41  32 
Citywide 259 242 

       Source: Cardholder attribute data from the Finance Department 
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Objectives 

The objective of this audit was to determine if policies and procedures over cash handling, 
petty cash, and purchasing cards have strong internal controls and adequate segregation of 
duties. 

Scope 

The scope of this audit included cash payments, petty cash accounts, and purchasing cards used 
in select departments from July 1, 2017 to December 31, 2018.  Based on known and inherent 
risks and controls, we narrowed our scope of review to the City Attorney, Fire, Library and 
Information Systems, and Police Departments.  

Methodology  

Our work included examining evidence on a test basis and applying other procedures we 
considered necessary to meet the audit objectives. These procedures included: 

 Review of any relevant laws, ordinances, citywide policies and procedures, and any 
departmental policies and procedures  

 Analysis of available supporting documentation and transaction history in Munis  
 Review of best practices related to handling cash, petty cash, and purchasing cards 
 Conducted a risk assessment to identify high risk departments and activities for testing 
 Interviews of City staff responsible for the handling of cash, as well as use and 

monitoring of petty cash and purchasing card use  
 Review of transaction data using IDEA analytics to identify historical trends, transaction 

irregularities, Benford’s Analysis, and performance  
 Review of department files for judgmental sampling of expenses, reimbursements, and 

bank statement documentation for validation 
 Assessment of the adequacy of internal controls governing policies and procedures 

using the COSO Internal Controls Framework (Appendix C, page 45) 
 Review of key information systems and governance used to manage cash, petty cash, 

and purchasing cards 
 Evaluation of processes to ensure the promotion of appropriate ethics and values  
 Assessment of judgments and decisions made by management 

This audit was conducted in accordance with the standards promulgated by the Institute of 
Internal Auditors (Standards). These Standards encompass such matters as independence, 
objectivity, proficiency of staff, due professional care, the scope and performance of work 
activities, and the management of the internal auditing function. We believe that our work 
provides a reasonable basis for the reported issues, conclusions, and recommendations.  
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Overall Results 

The Finance Department has implemented policies and procedures for all three processes 
reviewed that take into account good internal control practices. However, during the course of 
our audit, we identified five issues with corresponding recommendations that will strengthen 
internal controls and improve processes related to cash handling, petty cash and purchasing 
card programs. There are three issues categorized as high risk and two issues categorized as 
medium risk2. 

The high-risk issues identified during the audit are: 
Issue Description Report Page Number 

1. Fire Department cash handling practices contain significant 
internal control weaknesses 

7 

2. Noncompliant petty cash practices 20 

3. Citywide petty cash policy not enforced and inconsistent with 
other financial policies 

27 

 

The medium risk issues identified during the audit are: 

Issue Description Report Page Number 

4. Noncompliance with purchasing card policies and 
agreements 

31 

5. Policy violations not reported to Human Resources 33 

 

The next part of the report is separated into three sections by issues identified: 

A. Cash Handling Issues – page 7 
B. Petty Cash Issues – page 18 
C. Purchasing Card Issues – page 31 

 

  

                                                           
2 The risk ranking criteria used to rank the issues identified during this audit is included as Appendix A on page 35 
of the report.  
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It is important to ensure that any process and system used to generate, collect, and reconcile 
revenues has strong internal controls including properly designed segregation of duties. In the 
City, cash handling is one process within a larger accounts receivable function that also includes 
information systems that enable billing for services, cash collection, cash batching and deposit, 
and account reconciliation3. Properly designed segregation of duties within a system or process 
can prevent a user’s ability to perform and conceal errors or fraud in their function. Segregation 
of duties supports the City’s internal control environment by minimizing the risk and possibility 
that the City does not achieve its objectives, provide reliable financial reporting, and comply 
with laws and policies. 

The cash handling policies outlined in the Manual of Personnel and Administrative Rules 
(Manual) govern all types of payments to allow for the effective management of the City’s 
revenues and aids in the defense against fraud and or loss. The City’s cash handling policy 
requires all cash and cash equivalents to be properly safeguarded and deposited on a daily 
basis. Further, the Finance Department issued a directive last year requiring daily (within 24 
hours) closeout of cash batches open in the Tyler cashiering system for processing by the 
Municipal Services Division.  

ISSUE 1: Fire Department Cash Handling Practices Contain Significant Internal Control 
Weaknesses 

Risk Rating: High  

Fire Department Cashiering Process  

The Fire Department assesses and collects fees4 for inspection services, code compliance 
violations, special event and hazardous material permits, records requests, and other relevant 
fire prevention and safety services on behalf of the City. The Fire Department directly invoices 
and records its billable fire prevention and safety activities using several different software 
systems. The Fire Department has two cashiering locations, which are at the Fire Administration 
Office on Walnut Ave and in an office in the basement of the Hale Building5. Sworn or civilian 
personnel schedule and log inspections, complaints, and other fire safety services use the same 

                                                           
3 We did not perform specific accounts receivable testing for the Fire Department outside of assessing the risk for 
fraud or misuse to occur. 
4 The Fire Department assesses fees for Emergency Medical Services, with billing and collections administered by 
an outside contractor. 
5 During the audit, the Fire Department agreed to have their cashiering functions removed and centralized 
payment processing with the Municipal Services Division. 

SECTION A: CASH HANDLING ISSUES 
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system. Fire Administration section staff perform the accounts receivable function in the 
department using Firehouse, which includes invoicing, collection of payments, tracking 
payment activity, and recording payments. The same staff also record the payments in the Tyler 
Cashiering system to batch and deposit to the Finance Department. There were 5,638 
transactions processed by the Fire Department during the scope period reviewed, totaling 
approximately $1 million in revenues. Four different cashiers within the department processed 
these transactions, 85 percent of which were check payments. Two of the four employees that 
perform cashiering, process approximately 90% of the total cash transactions received. Table 3 
below provides a summary of the department’s cash handling activity.  

Table 3: Cashiering Activity in the Fire Department 

Cashier 
Number of 

Transactions 
Total Cash 
Processed 

Maximum 
Transaction Amount 

Average 
Transaction 

Amount 

Staff Person #1 2,192 
                                  

$635,051 
                                

$140,786 
                                

$290 

Staff Person #2 3,011 
                                 

$281,520 
                                        

$ 2,542 
                                  

$94 

Staff Person #3 51 
                                     

$87,557 
                                     

$39,693 
                            

$1,717 

Staff Person #4 384 
                                     

$10,484 
                                           

$ 303 
                                  

$27 

Totals 5,638 
                            

$1,014,612 
                                   

$183,324 
                         

$ 2,127 
               Source: Munis Cash Receipt by User Data 

The first issue, inadequate cash handling practices in the Fire Department, has five areas of 
concern that need to be addressed to strengthen internal controls:   
 

1-1. Delayed processing and depositing cash received 
1-2. Inadequate segregation of duties related to cash handling and recording 
1-3. Conflicting system roles and responsibilities related to invoicing and accounts 

receivable   
1-4. Lack of reconciliation between Tyler Cashiering and Fire Department’s systems 
1-5. Lack of vetting the department’s cashiering process prior to authorizing a Tyler 

Cashiering module  
 
Internal Audit notified the City Manager of these concerns during the course of the audit, and 
the City Manager directed Fire and Finance management to immediately correct the 
deficiencies discussed in this section.   
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1-1. Delayed Processing and Depositing Cash Received  

Audit staff found that the Fire Department has not been adhering to the policy requiring 
physical deposit of cash and closing of electronic batches in Tyler within 24 hours. We found 
that the Fire Department’s practice was to store checks in their desks until there were enough 
for each individual cashier to process when time allowed, which could result in checks not being 
processed until a week after receiving them in the mail. According to Fire Administration staff, 
they were not aware of the directive to deposit and close cash batches in Tyler Cashiering, and 
stated that they did not receive formal training or instructions on how to comply with the City’s 
cash handling policy. Instead, they relied on department historical practices to conduct their 
cash handling responsibilities. 

Additionally, the untimely processing of batches delays the recognition or revenues in the City’s 
financial reporting. In at least one instance, the lack of timely processing resulted in a customer 
putting a stop payment on a check that was not deposited to Municipal Services until a year 
after the check was written. Table 4 below is a summary of the Fire Department’s payment type 
and associated time to close a batch in Tyler Cashiering. 

 

Table 4: Days to Complete Closeout of Cashiering Batches in Munis 

Payment Type Average Minimum Amount of 
Days 

Maximum Amounts of 
Days 

Cash  17 6 44 

Checks 19 0 63 

Credit Card 26 3 63 

Multiple Payment 
Types 

15 8 25 

Source: Auditor analysis of Fire Department payment data in Munis6 

Based on the risks already present in their cash handling process, the practice of holding onto 
checks past 24 hours presents additional opportunity for internally or externally caused cash 
loss. This process also causes further inconvenience for customers who have a reasonable 
expectation of timely permit issuance and payment processing.  

 

                                                           
6 This analysis did not include the time delay when a customer first pays a fee and when their payment is 
ultimately processed since the billing data is stored in Firehouse and does not communicate with Munis.  
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1-2. No Segregation of Duties in Fire Department Cashiering Processes 

When reviewing the Fire Department’s processes for cash handling, we found numerous 
incompatible duties assigned to staff and incompatible access in the Firehouse system that 
create opportunities for fraud, errors, and misuse. As indicated by the highlighting in Table 5 on 
page 13, the same employees that handle cash and checks are also generating invoices and 
entering payment information in their Firehouse system. A summary of the Fire Department’s 
cashiering processes and the noted internal control weaknesses are documented in Figure 1 on 
the next page.  
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Figure 1: Summary of Fire Department Cashiering Process Before and After Review  

 

Figure 1 continued on next page 
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Figure 1: Summary of Fire Department Cashiering Process Before and After Review 
(Continued) 

 

Source: Internal Audit analysis of processes described by Fire Administration Staff 
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Table 5 below outlines the specific roles that affect the cashiering process and the segregation 
of duties conflicts the various Fire Administration and Prevention staff have in how they 
invoice, process, and record the activities they are responsible to manage. The highlighted X’s in 
the table below indicate these conflicts within staff role assignments.  

Table 5: Fire Staff Role Conflicts in Cash Handling Process 

Source: Source: Internal Audit analysis of processes described by Fire Administration Staff 

1-3. Conflicting system roles and responsibilities related to invoicing and accounts receivable   

There are two systems currently being used by the Fire Department to manage invoicing and 
accounts receivables, Firehouse and CERS/OneStep. User roles and responsibilities in these 
systems contribute to inadequate segregation of duties.  

Firehouse System Conflicting Roles and Responsibilities 

The Firehouse system used to generate invoices and record activities has been set up with 
conflicting user roles and responsibilities that have inadequate segregation of duties. 
Individuals are granted access to the system modules based on the group they are assigned, 
which are generally comprised of staff with the same titles and/or job duties. Based on the 
groups, users may be able to add, edit, or view specifics kinds of module information assigned 
to the user group. A summary of the abilities relevant to cash handling and recording are 
provided in Table 6 on page 14.  

  

Staff Performing Function

Conducts 
Inspections

Record 
Inspection 
Activity in 

FH or 
other 

system

Create 
invoice for 
activity in 

FH or 
other 

system

Receive 
payment 

for 
activity at 
their desk

Record 
payment 

for 
activity 
in FH or 

other 
system

Create 
batches for 
deposit into 

Tyler 
Casheirng

Compiles and 
reviews all 

currency 
processed by 
Cashiers in 

Tyler 

Currency 
picked 
up for 

deposit

Receive 
currency 

for 
deposit 
to bank

Civilian or Sworn Inspector X X
Hazardous Materials Specialist X X X X X
Fire Administration Staff X X X X
Management Analyst X
City Courier Service X
Municipal Services (Finance) X
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Table 6: Summary of Firehouse System Role Conflicts by User Group 

Firehouse 
Module 
Groups 

Function in 
Firehouse 

Number 
of users 
assigned 
to group 

Can 
Add/Edit 
Invoices 
and Fee 
activity 

Can Void 
Payments 

Can 
Add/Edit 

Inspection 
or Permit 
Activity 

Can 
Add/Edit 

User 
Access 

Accounts 
Receivable  

Create and 
manage 

invoices for 
activities 

3 Y Y Y N 

Administrator 
(DoIT) 

Full system 
rights 

including 
database 

4 Y Y Y Y 

Administrator 
w/o Setup 
(Dept) 

Full system 
rights not 
including 
database 

4 Y N Y Y 

Prevention 
Superuser 

Create and 
manage 
activities 

7 N N Y N 

Source: Department of Information Technology 

As highlighted within Table 6, several user groups of Fire Administration have segregation of 
duties conflicts with their levels of access that would allow them to generate billable fire 
prevention activity, create an invoice for it, physically receive the cash, and batch the cash in 
Munis. Additionally, users granted access to the Accounts Receivable modules can void 
payments in the system. The practice has been to grant groups add/edit/view access to all 
aspects of modules, with the exception of editing the systems database, which is limited to a 
specific group of DoIT system administrators.  

Group access however should be limited to allow users view only access for example. The 
Department of Information Technology (DoIT) System Administrator that supports this system 
is the primary person that grants system access. According to the DoIT System Administrator, 
this system has been in place for a long time, and the system user roles and responsibilities 
have not been reviewed and appropriate access levels have not been determined until recently 
when the audit team identified the potential system conflicts.  

During the June 2019 review of access levels, the System Administrator noted that a member of 
the Prevention Superuser group had incompatible access to the Accounts Receivable module. 
The System Administrator did not recall granting this specific user access to this module. Since 
this is a legacy system, it has limited ability to generate reports to monitor users’ activity. 
Therefore, it is extremely important for the Fire Department to assign roles that do not create a 
segregation of duties issue.  
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Hazardous Materials CERS/OneStep Conflicting Roles and Responsibilities  

Hazardous Materials conducts inspections and collects fees related to permits for use of 
pyrotechnics at special events, assessing late fees. Hazardous Materials had two systems to 
manage their activities and perform records searches, including the California Environmental 
Reporting System (CERS/OneStep) and QuickBooks7. The specialist now uses the CERS/OneStep 
for invoicing. Similar to Fire Administration’s processes, the Hazardous Materials section at 
present has the same staff person performing the inspection, invoicing, and recording functions 
noted in Figure 1, due to a vacancy in the Hazardous Materials Inspector role. These conflicts 
are highlighted in Tables 5 and 6 on pages 13 and 14. 

1-4. Lack of reconciliation between Tyler Cashiering and Fire Department’s systems  

When invoices are generated separately in one system (Firehouse) from payments recorded in 
another system (Tyler Cashiering) then regular reconciliation is needed to ensure accuracy and 
completeness of revenues received and recorded. We found that there is no regular 
reconciliation done of the activities and payments recorded in the Firehouse and CERS/OneStep 
systems to ensure accuracy and completeness of payment information in the City’s financial 
system. The lack of reconciliation along with inadequate segregation of duties and conflicting 
roles systems access, are serious internal control weaknesses in the Fire Department’s cash 
handling process. Consequently, the Fire Department cannot provide evidence of complete 
payment activity. The department has been relying on historical practice to invoice, receive, 
and record payment that has no built in segregation of duties or reconciliation of non-
interfaced systems. This practice puts the City at a potential risk for fraud or errors when 
receiving and recording revenues.  

CORRECTIVE ACTIONS IMPLEMENTED DURING AUDIT 

During the course of this audit, Internal Audit met with the Fire and Finance Departments as 
well as the City Manager to discuss ways to resolve the issues identified. The City Manager 
requested the Fire Department work with Finance to quickly correct the identified issues. The 
progress towards this is summarized by concern below.  

1-1. Delayed processing and depositing cash received 
During the course of the audit when this issue was identified, Internal Audit immediately 
recommended that the Fire Chief work with the City Treasurer to transfer receipt of all 
mailed and in-person payments from the Fire Administration Office to Municipal Services. 
The Fire Department is no longer receiving checks and cash, a new process was developed 

                                                           
7 Hazardous Materials section used Quickbooks to record all of their inspection activities but is no longer used as 
its no longer supported and currently inaccessible to staff.    
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so that all invoices are paid to a PO Box, which is picked up by Municipal Services to be 
processed. Starting July 2019, the Fire Department changed their mail collection 
procedures to handle any mail payments in dual custody and to log this activities by the 
respective handlers. Any payments received at Fire (instead of the PO Box) are couriered 
to Municipal Services within 24 hours. 

1-2. Inadequate segregation of duties related to cash handling and recording 
The Fire cashiering station in the Hale Building basement was removed in July 2019. As of 
August 2019, the City Treasurer confirmed that Municipal Services now receives all mailed 
and in-person payments for the Fire Department. 

1-3. Conflicting system roles and responsibilities related to invoicing and accounts receivable   
The Fire Department contacted DoIT to change access permissions that created 
segregation of duties related to billing, receiving, and reconciling data in Firehouse. The 
Fire Chief reached out to the Director DoIT to develop an access policy that verify access 
to all of their systems is appropriate and reviewed on a regular basis. 

1-4. Lack of reconciliation between Tyler Cashiering and Fire Department’s systems 
The Fire Administration and Municipal Services Divisions are currently working on a 
process that will allow the Fire Department to reconcile Firehouse with Tyler Munis to 
ensure both systems have accurate and complete data.  

 
Recommendation 1.1-1.4: The Fire Chief should develop a formal process to reconcile all 
billable fire activities within the various department systems to the fees recorded in Tyler 
Cashiering to ensure accuracy and completeness of fees that should be collected, as well as to 
detect any misuse of errors. This process should be reviewed and approved by the Finance 
Department. 

MANAGEMENT RESPONSE 

The Fire Chief is working with the Finance Department to develop policies to address each 
finding and implement by early 2021 as noted below: 
 
1-1. Delayed processing and depositing cash received: The fire department transferred all 

mailed payments and cash receiving to municipal services and no longer receives 
payments at the fire administration office. 
 

1-2. Inadequate segregation of duties related to cash handling and recording: The fire 
department is currently developing a policy that outlines workflows that allow for the 
separation of essential duties that is compliant with the department of finance 
standards for accounts receivable. 
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1 -3.  Conflicting system roles and responsibilities related to invoicing and accounts 
receivable: On an annual basis, the fire department deputy chief and budget analyst will 
review the access roster and privilege sets for each invoicing system to ensure 
appropriate permission sets for employees conducting invoicing and reconciliation. 

 
1 -4.  Lack of reconciliation between Tyler Cashiering and fire department systems: The fire 

department, in concert with the finance department is developing a policy that 
addresses the reconciliation of invoices found in our inspection database (Firehouse).  

 
1-5. Lack of vetting the department’s cashiering process prior to authorizing Tyler Cashiering  

Municipal Services (part of the Finance Department) processes the majority of payments for 
City services. The Finance Director, via the Treasury division, can authorize a department to 
perform cash handling duties and provides the department with the needed equipment and 
access to Tyler Cashiering to safely collect and record cash. The Treasury Division is also 
responsible for developing and ensuring compliance with citywide cash handling policies and 
procedures, and to provide regular training for employees who handle cash. Based on our 
interviews with staff at Fire and the Finance Department, the Treasury Division provided the 
equipment and set up the cashiering stations at the Fire Department locations. However, it 
does not appear that the Treasury Division reviewed the Fire Department’s cash handling 
procedures to ensure compliance with the policies and verify that the process had strong 
internal controls.   

Recommendation 1-5: The City Treasurer should require any department that currently has or 
seeks to add a cashiering function to provide a business justification and formal documentation 
of their process that demonstrates compliance with the City’s cash handling policies, adequate 
segregation of duties, and proper monitoring to deter theft, loss, or misuse of cash.  

MANAGEMENT RESPONSE 

The Finance Director concurs with the recommendation, noting that a process has been 
implemented between Finance and Fire to ensure the proper data is populated in the 
Cashiering System to reconcile utilizing both Tyler Munis and the Fire Department’s system. 
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Current petty cash operating procedures are based on municipal code and documented 
citywide policy originally developed by the Finance Department in 2002. The Finance 
Department also provides periodic in-person training on this policy for new or current 
employees designated as petty cash custodians for their department. According to the existing 
petty cash policy, departments are responsible for establishing custodial responsibility for the 
funds used for City business. A primary custodian is responsible for all aspects of the fund 
including disbursements, replenishments, record keeping, reconciliations, discrepancies, and 
safeguarding. The policy also requires the department to name a back-up to the custodian if 
they are absent, as well as an approving official to regularly monitor and review all transactions 
for appropriateness. Although the current petty cash policy does contains examples of 
disallowed purchase types, departments should consult the Finance Department to inquire 
about appropriateness of expenditures. Table 7 below summarized the major responsibilities of 
the various assigned roles for a petty cash account. 

  

SECTION B: PETTY CASH ISSUES 
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Table 7: Petty cash Account Roles and Responsibilities 

Custodian Approving Official Treasury Division (Finance) 

 Collect receipt and 
reimbursement voucher 
from employee who made 
purchase under $100 

 Review purchases for 
appropriateness  

 Review quarterly checking 
account reconciliations 

 Review purchase for 
appropriateness and ensure 
reimbursement voucher 
correctly filled out, submit to 
approving official 

 Sign reimbursement 
vouchers. 

 Maintain master petty cash 
list. 

 

 Reimburse purchase, initial 
voucher to indicate 
reimbursement was paid 

 Review and approve monthly 
cash account reconciliations. 

 Reconcile master list to 
general ledger accounts for 
petty cash 

 Reconcile cash account at 
the end of each month 

 Review and approve 
checking account 
reconciliations. 

 Notify Accounting of any 
changes to petty cash 
accounts so ledger can be 
updated 

 Reconcile checking account 
each month with banking 
statement and submit to 
Treasury quarterly 

  

 Prepare replenishment 
requests- submit all vouchers 
and backup  

  

Source: City of Pasadena Petty Cash Fund Policy 

The second issue in this audit has five areas of concern that need to be addressed to strengthen 
departmental compliance to the petty cash policy:  

2-1. Police Department petty cash accounts not routinely used 
2-2. Some Police Department petty cash expenditures are not compliant with policy 
2-3. City Attorney petty cash account not regularly reconciled or replenished 
2-4. Some City Attorney expenditures are not compliant with policy 
2-5. Some Library petty cash expenditures are not compliant with policy 
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ISSUE 2: Noncompliant petty cash practices  
 
Risk Rating: High 
 
Based on interviews during the planning of this audit, we selected several departments to 
perform petty cash testing. We found that the Police and City Attorney/City Prosecutor (City 
Attorney) Departments maintain large petty cash funds that were either not regularly used, 
reconciled, or reported in accordance with the City's petty cash policies and procedures. This 
issue applied to two of the 12 accounts maintained by the Police Department, a settlement 
checking account totaling $10,000 and asset and forfeiture funds account totaling $25,000. 
These specific funds had no regular transaction activity for many years, and did not provide 
monthly reconciliation reports to the Treasury Division as required by policy. In addition, the 
City Attorney maintained a $5,000 petty cash fund with minimal expenditures and did not 
reconcile the fund monthly as required by the City’s petty cash policy. Additionally, we found 
that the Police and Library Departments are not providing sufficient documentation to 
demonstrate the accuracy and/or appropriateness of expenses reimbursed with petty cash 
funds as required by City petty cash, travel, and other City financial policies. Without providing 
the Finance Department with a regular review and reconciliation of petty cash accounts, a high 
risk of theft, loss, or misuse can occur and go unreported. 

2-1. Two Police Department petty cash accounts not regularly used  
The settlement checking account was established as a way to compensate claims related to 
police activity. The account was documented and authorized by a prior Chief of Police and 
included accompanying liability waivers dated in 2002. In the 2002 memoranda, the then City 
Attorney, City Manager, and Chief of Police could authorize direct cash payments under 
$10,000 to individuals to avoid future litigation as well as procedures as to how to pay these 
funds out. The last check drawn from this account was on 08/21/2006 for $600. The last record 
of a replenishment and reconciliation was on 07/29/2014. The remaining checks were in 
sequential order and accounted for in their entirety during the surprise count. Per the petty 
cash custodian, this fund has not been in use for many years and staff have received direction 
in the past to not follow or use the policy. The checkbook and accompanying documents were 
stored in a locked safe within a secured access room in the department headquarters.  

Audit staff accounted for all of the cash on record with the asset and forfeiture fund ($25,000) 
during the surprise count. The cash was stored in a sealed evidence bag within a combination 
safe secured in a locked room in the department headquarters. Based on the documents inside 
the sealed bag, the last count performed of the cash was in 2006. The audit team inquired 
about the need to have this amount of cash on hand. We were told by various staff that officers 
may need to make a large cash purchase as part of an investigation. However, this need has not 
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arisen in the recent past that any staff person could recall or demonstrate based on the most 
recent count. There was no record of any transaction activity on the 2006 count and it appears 
the fund has never been used. By maintaining large cash accounts that are not regularly 
reported to or counted by a third party outside of the department, there is risk that cash could 
go missing with no trail of accountability.  

For the remaining ten petty cash accounts in the Police Department, we found that staff 
regularly use the funds within various divisions. The account custodians and approval 
authorities are submitting regular reconciliation reports and expense supporting 
documentation for funds on a monthly basis. All of the reported cash on hand and voucher 
requests were fully accounted for during the surprise account. 

 

2-2. Some Police Department petty cash expenses are not compliant with policy 

The City’s petty cash policy requires all staff requesting reimbursement using petty cash to 
document their request using a form describing the item or service purchased, the date, cost, 
and business purpose. An approval authority must approve these requests for appropriateness 
and ensure the service or good was actually received and sign off on the voucher request. The 
purchaser and custodian must also sign-off on the completed voucher requests. Vouchers must 
also provide supporting documentation such as itemized receipts, invoices, or other proof of 
purchases. In the case of meal purchases, the petty cash policy requires that the requestor 
provide the purpose, dates, and list of attendees to ensure appropriateness of the expense. If 
mileage is requested for reimbursement, the request must detail the purpose, dates, miles, and 
odometer readings to ensure the trip made is appropriate for the department.  

Internal Audit reviewed transactions incurred from petty cash funds for appropriateness based 
on the City’s petty cash, travel, and other applicable citywide financial policies. We found that 
required supporting documentation for food purchases does not provide enough detail to 
ensure purchases complied with policy. We observed that purchases would be made for a staff 
or community meeting, but lacked the attendee lists or detailed event information. 
Additionally, meals purchased at a restaurant would not always contain an itemized list of food 
and beverage purchased to ensure compliance with the City’s Code of Conduct related to 
inappropriate food and beverage types. Additionally, we found instances of other purchases 
that appeared personal in nature including party and craft supplies for employee events and 
new dress shoes to replace a pair damaged while on duty. There were also mileage 
reimbursements made that did not use the City’s approved mileage reimbursement form. 
Several requests to add tinting to the windows of undercover automobiles were reimbursed 
with petty cash, but should have been made using an existing purchase order. Although the 
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current petty cash policy does not explicitly prohibit these types of items, they did not provide 
enough documentation to demonstrate appropriateness for department business needs, which 
could be perceived as misuse or abuse of petty cash funds.  

The Police Department currently operates out of compliance with two specific prohibitions of 
citywide policies for petty cash that may require explicit exceptions from the Director of 
Finance. There were instances where police officers received parking tickets or toll lane 
violations using City vehicles. City purchasing card and travel policies prohibit reimbursement of 
employees for parking citations and/or driving violations. Additionally, various investigative 
divisions within the department may need to provide cash payments for witness or undercover 
operations. For both of these types of requests, the department requires officers to fill out their 
department petty cash form, generally indicate the nature of the purchase and provide a 
reference to an active case number. Due to the sensitive nature of investigations, there would 
be no backup documentation provided8. Currently these practices do not comply with the City’s 
petty cash policy, but there is no written document that exempts the Police Department from 
complying with these prohibitions.   

CORRECTIVE ACTIONS IMPLEMENTED DURING AUDIT 

As a result of this finding, the Police Department worked with the City Treasurer to close the 
settlement fund with Bank of America. Additionally, the City Treasurer received all of the cash 
from the asset and forfeiture account and deposited these funds into the City’s central bank 
account. Internal Audit verified the closure of both these accounts in August 2019. The City 
Treasurer also noted that he has put a system in place that would allow the Chief of Police 
access to petty cash for an immediate investigative need.  

Recommendation 2-1: The Chief of Police require all petty cash custodians to attend petty cash 
training to refresh their knowledge of petty cash policies and direct custodians to obtain 
adequate supporting documentation prior to reimbursing the requested expenses.  

Recommendation 2-2: The Chief of Police should prohibit petty cash reimbursement of parking 
citations and/or moving violations received as a result of police business. Instead, the Chief of 
Police should require officers to seek reimbursement using the City’s Check Request process, 
which requires department approval of an individual reimbursement request.  

MANAGEMENT RESPONSE 

2-1.  All police department personnel who have been designated as petty cash custodians 
and their seconds have been mandated to attend the Cash Handling + Petty Cash 
Training scheduled for March 10, 2020. Again, all police department petty cash 

                                                           
8 According to the Police, a receipt is not possible to obtain for witness payments, drug buys, etc.   
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custodians will be notified by Police Command Staff to attend this mandatory training. 
At the direction of the Chief of Police, a directive with required acknowledgement will 
be sent to all petty cash custodians reminding them of their responsibility to obtain 
proper documentation prior to reimbursing through petty cash funds. 

 
2-2.  At the direction of the Chief of Police, a directive with a signed acknowledgement will be 

sent to all supervisors and managers by March 16, that they must approve payment 
and/or reimbursement in the instances where police personnel receive parking tickets 
or toll lane violations while using City vehicles in the course and scope of their duties. 
The payment/reimbursement will only be in the form of a check request utilizing the 
proper City process. 

 
 
2-3. City Attorney petty cash account not regularly reconciled or replenished 

We found that the City Attorney’s  petty cash custodian is not regularly drawing from its petty 
cash account or providing the Treasury Division account reconciliations on a monthly basis. The 
department custodian submits one annual reconciliation and replenishment request at fiscal 
yearend, rather than a required monthly reconciliation report. We also found during the 
surprise cash count that the custodian is not timely processing petty cash requests from staff.  
The account had 37 outstanding petty cash reimbursement requests totaling over $1,000 that 
were several months old when we reviewed the petty cash account. When reviewing the 
replenishment requests made during the scope period, we observed that transactions 
requesting reimbursement were incurred in prior fiscal years. For example, the August 2017 
replenishment request contained voucher requests for purchases dating back to July 2013. As 
of May 2019, only three of the 42 claims for the year were reimbursed. Additionally, the City 
Attorney’s petty cash account total of $5,000 does not accurately reflect their monthly or even 
annual spend. Based on the six months of expenses noted in the City Attorney's check register 
for FY 2019, the department on average is expending $165 per month in reimbursements. The 
monthly expense range was $71 to $298.  

2-4. Some City Attorney expenditures are not compliant with policy 

During the surprise petty cash count, the audit team found that employee training, travel, and 
other reimbursement requests did not contain sufficient documentation to support the 
purchase in compliance with the policy. In regards to training events, eight reimbursement 
requests did not contain a flyer announcing the course or conference attended. Food purchases 
would be made for training events, but did not contain the required attendee lists. There were 
also several reimbursements made for party supplies and other employee-related events.  
Parking reimbursement requests would not contain required details such as trial or event 
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attended. Original parking stubs submitted as receipts would have illegible dates, times, or 
prices.  

Per the City’s Travel policy, employees are entitled to reimbursement for the mileage in excess 
of the employee’s standard commute length from their home to their typical work location. The 
City also provides a form to document routine travel that includes odometer readings, route 
mileage, and a description of the travel purpose. When reviewing mileage reimbursements 
made from the petty cash account, we found that the City Attorney’s Department requests are 
not logged using the City approved mileage form for local and non-local travel.  Two mileage 
reimbursement payments also did not adhere to the City’s requirement to deduct the standard 
commute miles, and reimbursed staff for mileage that included their standard commute from 
home9.  

CORRECTIVE ACTIONS IMPLEMENTED DURING AUDIT 

As a result of this finding, The City Attorney requested to have their petty cash account reduced 
to $200 to better reflects their average monthly needs. Internal Audit confirmed that the City 
Treasurer received and approved this reduction request in August 2019. 
 

Recommendation 2-3: The City Attorney should require their department custodian to attend 
training to refresh their knowledge of City’s petty cash policies.  

Recommendation 2-4: The City Attorney should direct the custodian to comply with petty cash 
policy including the requirement for timely monthly reconciliations and replenishments, 
receiving adequate supporting documentation for expenses prior to reimbursement, verifying 
the expenditure complies with other travel and finance policies prior to reimbursement and 
timely payment of petty cash requests.  

MANAGEMENT RESPONSE 

2-3.  The department custodian has attended Cash Handling and Petty Cash Training provided 
by the City on at least three occasions, the last on October 8, 2019 (which was after this 
audit), and will be required to attend future trainings offered on this subject. This has 
already been completed. 

 
2-4. The department custodian has been mandated to process reimbursement requests in a 

more timely manner, and to consistently stay abreast of changes to, and follow, all City 
finance policies. A tickler system has been implemented in the department to ensure 
timely reconciliations, and that timing has improved significantly. The custodian is 

                                                           
9 During the audit, the City Attorney Office’s petty cash custodian notified the employee of the overpayment, and 
the employee returned the overpayment amount of $8.06. 
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required to participate in the Finance Department’s Monthly Analyst meetings regarding 
City policies and will regularly participate in future training offered by the City regarding 
all relevant City finance policies. This has been completed and ongoing. 

 

2-5. Some Library petty cash expenditures are not compliant with policy 

According to the Treasury Division, the Library and Information Services Department (Library) is 
a regular petty cash account user and consistently turns in their monthly reconciliations. The 
Library uses a checking account to reimburse employees for mileage, supplies for events, and to 
reimburse patrons assessed lost books fines when the item is recovered. In reviewing the 
Library Department’s use of petty cash, we identified issues related to missing or insufficient 
documentation to support purchases, as well as inconsistent calculation of mileage 
reimbursement to employees. 

Many events and public programs hosted by the Library include activities that involve art or 
craft supplies. We observed that craft supplies purchased for Library events used petty cash, 
but reimbursement requests did not provide documented proof of the event, such as sign-in 
sheets or a flyer. We also found that mileage reimbursements claimed for the same routes 
differed by employee. Additionally, not all mileage reimbursement requests are submitted with 
documentation to support the route and miles taken. Lastly, refund requests for lost and found 
books are not processed consistently, with employees using different forms and procedures to 
reimburse patrons for the lost items. Additionally, an employee purchased an item from 
Amazon, but did not use the City’s business account and had the delivery shipped to a personal 
residence. This purchase does not comply with a directive issued by the Purchasing Division 
governing Amazon purchases for City business.  

Recommendation 2-5a: The Library and Information Services Director should create 
standardized mileage distances for routine trips between library branches when approving any 
reimbursement for mileage, and direct petty cash custodians to verify that submitted mileage 
reimbursement requests comply with the City’s travel policy.  

Recommendation 2-5b: The Library and Information Services Director direct petty cash 
custodians to verify that required supporting documentation is attached to the request prior to 
reimbursing the expense to ensure purchases are appropriate for Library business. 

MANAGEMENT RESPONSE 

In July 2019, library staff worked with the Treasury Division to create and implement new 
internal financial procedures to address both recommendations. For mileage reimbursements, 
the Library began utilizing a standardized mileage chart for routine trips. For mileage beyond 
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routine trips, employees are required to attach driving directions search (Google, MapQuest, 
etc.) that shows total miles. Additionally, employees are required to submit both the mileage 
form and check request form. For other reimbursements, employees are now required to 
submit a petty cash voucher and/or check request form (dependent on the threshold), turn in 
all receipts with a description of the purchase, fill in the appropriate accounting codes, and 
require immediate supervisor sign off. For food expenses, employees are required to submit 
either a meeting agenda, sign-in sheet/attendance list, or program flyer. All employees were 
trained in July 2019 on these procedures, and will continue on a regular basis. Complete 
procedures are available to staff on the department’s intranet site.  
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The third issue in this audit has three areas of concern that need to be addressed to strengthen 
internal controls of petty cash policy and departmental compliance: 

3-1.  Petty cash policy inconsistent with travel policy local mileage reimbursements 

3-2.  Purchasing card policy and petty cash policy inconsistent on prohibited purchases  

3-3.  Role of Treasury in conducting monitoring and oversight 

 

ISSUE 3: Citywide petty cash policy is not enforced and inconsistent with other financial 
policies 

Risk Rating: High 
 

The Finance Department’s current version of the petty cash policy is dated February 2002. Staff 
that attend petty cash trainings in person receive this policy as part of the training, along with 
Microsoft Excel templates for monthly reconciliations and expense reports. Attendees at the 
training receive an overview of the policy, key monthly deadlines, and a discussion of custodian 
and Finance staff responsibilities. In reviewing the policies and practices for petty cash, we 
identified several areas of the policy that are outdated and in conflict with other existing 
policies that govern how funds are to be expended. Without consistent and aligned policies 
governing the use of various purchasing methods and consistent enforcement of these policies, 
departments may be purchasing items with petty cash that are not appropriate for City 
business.   

3-1.   Petty cash policy inconsistent with travel policy local mileage reimbursements 

Mileage reimbursement procedures in the 2002 petty cash policy are inconsistent with the 
City’s current travel policy dated April 2018. As noted in the petty cash findings above, the 
reimbursement of mileage for local travel (trips destinations less than 75 miles) is paid to staff 
under the current petty cash policies. At the same time, the travel policies have additional 
requirements related to all City business travel that are not adequately addressed in the petty 
cash policy. The petty cash policy allows only for the reimbursement of private automobile 
travel to local destinations that are less than 75 miles away. An employee is only required to 
“ensure that purposes, dates, miles, and odometer readings are listed, and that they are 
appropriate and reasonable.”  
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However, the City’s Travel policy requires the following key conditions be met for 
reimbursement of local travel mileage10: 

 Mileage reimbursement requires supervisor/management approval prior to travel.  
 Employees shall never be reimbursed for miles driven between their legal residence and 

their base work location. Employees will be reimbursed for miles incurred in excess of 
their normal commuting mileage. 

 Only the employee whose personal vehicle is used may request mileage reimbursement.  
 Reimbursement requests are to be submitted utilizing the Check Request form and the 

Travel Authorization and Expense Form.  
 Mileage shall be recorded at the completion of each trip. 
 All employees must continuously maintain auto insurance as mandated by law.  
 Each request for mileage reimbursement shall include the date of and mileage for each 

individual trip. Employees completing the Monthly Mileage Reimbursement form must 
also submit beginning and ending odometer readings, excluding miles driven on 
personal business. 
 

3-2.  Purchasing Card policy and Petty Cash policy inconsistent on prohibited purchases  

The current petty cash policy includes a list of prohibited personal purchase types that notes it 
is not exhaustive. The policy relies on employees and approving officials to exercise good 
judgement when using the funds and avoid any transaction that may appear inappropriate. In 
the case of purchasing cards, the policy and cardholder agreements contain a more exhaustive 
list of specific prohibited purchase types. Some of the items prohibited in the purchasing card 
policy are reimbursable in the petty cash policy. Examples of petty cash expenses reimbursed 
include personal fines, parking citations, footwear, commuting expenses, personal employee 
celebrations, and Amazon transaction processed outside of the City’s Amazon Business 
Account. The purchasing card policy and the subsequent agreement signed by cardholders also 
requires supporting documentation for purchases, or in the case of food/beverages, additional 
documentation to demonstrate that the purchase was not personal in nature. The current petty 
cash policy also relies on the judgement of custodians and officials to demonstrate the 
appropriateness of a purchase without specific supporting documentation beyond a receipt.  

3-3.  Role of Treasury in Conducting Monitoring and Oversight 

The Treasury Division has not performed regular surprise petty cash audits in many years, and 
has not been consistently enforcing the petty cash policy that requires the Treasury Division to 

                                                           
10 The City’s travel policy has been updated as of April 2018.  
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receive monthly reconciliation reports. This is in part due to the Finance’s past practice and 
policy to have petty cash surprise counts and annual audits conducted by the department’s 
then Internal Auditor. Prior to the re-creation of the current Internal Audit division, the Internal 
Auditor position reported to the Director of Finance. The Internal Auditor was assigned as the 
responsible party for performing these audits and surprise cash counts in the petty cash 
policy11. A third-party auditor conducted the last formal audit over the City’s general cash 
control procedures (including petty cash) in 2013.  

Based on our interviews with Treasury staff, there has been no petty cash audits or surprise 
counts since the issuance of the 2013 report. The 2013 report noted a general lack of oversight 
to ensure departments adhere to established cash control policies and procedures and there 
was no process in place to encourage or enforce compliance with policy. We also found that 
Treasury staff was not regularly reporting department non-compliance with policies to the 
Director of Finance or the Human Resources Department to investigate and take action if 
warranted. Without routine oversight of department petty cash, there is a high risk that 
departments may not be adequately reconciling or reviewing expenses to prevent theft, loss, 
and misuse.  

We also observed that not all departments that submit petty cash replenishment requests are 
fully utilizing the electronic upload capabilities of the City’s financial system to process their 
replenishment requests. The Treasury Division requires department to upload their reviewed 
and approved check requests into the system for electronic workflow approvals, but accepts 
the original, hard copy supporting documentation separately from the departments. Some 
departments, including the Police Department, send all of their replenishment requests and 
backup documentation through the electronic upload and approval process.  

Recommendation 3-1: The Director of Finance should review and reconcile citywide petty cash, 
purchasing card, and other applicable financial policies to ensure they are consistent in what 
expenses are appropriate and/or inappropriate uses of City funds, and the appropriate level of 
supporting documentation that should be provided for these purchases.  

Recommendation 3-2: The Director of Finance should also regularly communicate any serious 
misuse or repeated violations of petty cash policies to the Human Resources Department for 
investigation.  

Recommendation 3-3: The Director of Finance should require all departments to electronically 
upload all supporting documentation with a check request to replenish a petty cash account. 

                                                           
11 The Internal Audit division is now part of the City Manager’s Office as of 2015 and independent of the Finance 
Department. 
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MANAGEMENT RESPONSE 

The Finance Department concurs with the recommendation and a comprehensive review of all 
policies related to petty cash, purchasing cards and other related financial transactions has 
neen completed. Revised policies were distributed in early March 2020. All serious violations 
will be reported to the Human Resources Department, and all supporting documentation for 
petty cash reimbursement is now uploaded into the Tyler Content Manager to support the 
payment request. It should be noted that petty cash reimbursements are handled through the 
Tyler Munis Workflow, and it is incumbent upon the approving officials to understand the petty 
cash requirements prior to approval. 
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The fourth and fifth issues in this audit have areas of concern that need to be addressed to 
strengthen internal controls of purchasing card policy and departmental compliance: 

4. Noncompliance with purchasing card policies and agreements 

5. Serious or repeated instances of purchasing card noncompliance not reported 

 

ISSUE 4: Noncompliance with purchasing card policies and agreements 

Risk Rating: Medium 
 

4.   Police Department noncompliance with purchasing card policies and agreements 

As noted in Table 2 on page 4, the Police Department has the largest number of purchasing 
card users in the City, and subsequently, the highest number of suspensions for purchasing card 
use violations. We found that the department had 14 instances of purchasing card suspensions 
for not adhering to the City’s policies and procedures governing purchasing card use, which 
included failure to complete the monthly reallocation process in a timely manner and 
purchasing prohibited items. The prohibited purchases included gasoline for a personal vehicle 
to attend a work training, toll violation fine (paid back to the City from an employee petty cash 
reimbursement) and failure to use the City's Amazon business account for a purchase. 
Additionally one active card user in the department is indefinitely suspended from card use due 
to multiple suspensions, but still has an active purchasing card. The purchasing card policy 
provides the Director of Finance with the authority to cancel a purchasing card for up to one 
year after a third violation of policy. The Director of Finance can also revoke the privileges of a 
card user for a severe misuse or other violation of policy. According to the Program 
Administrator, the Director of Finance’s practice has been to cancel purchasing card accounts at 
the specific request of the Department Director. In this case, there has been no request by any 
police official to cancel the suspended user’s card.   

Examples of Questionable Purchases  

Per the purchasing card policy, cardholders are prohibited from making purchases at vendors 
with whom the City has a blanket purchase order or vendor contract. In analyzing the purchases 
made by the Police Department, we found that the department is generally in compliance with 
City Purchasing Card use. We did however observe some office supply and technology 
purchases that should have been acquired through purchase orders. Many of these purchases 

SECTION C: PURCHASING CARD ISSUES 
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were from Amazon or at the local Best Buy. Additionally, any computer hardware or other 
related equipment purchases in the City require departments to first consult with DoIT, who 
may have equipment on hand or have purchase orders in place to acquire equipment in a more 
cost effective and efficient manner than using a purchasing card. Additionally, there were a 
small number of purchases with no or unclear business purposes based on the limited 
supporting documentation provided. Examples include toll lane violations fines for several 
officers for investigations, regular coffee purchases for team meetings with no sign-in sheets 
provided, and party supply purchases for employee celebrations. 

Recommendation 4:  The Chief of Police should direct purchasing card users to utilize existing 
purchase orders or contracts rather than buying items with the PCard. The Chief of Police 
should direct staff to work with DoIT to acquire any needed technology equipment.  

CORRECTIVE ACTIONS IMPLEMENTED DURING AUDIT 

During this audit, the City Manager issued a directive to the Director of Finance to cancel 
purchasing card for users after more than two violations. The Director of Finance noted a 
formal warning would be issue for the first violation, and a suspension after a second violation.  

MANAGEMENT RESPONSE 

At the direction of the Chief of Police, all Police personnel that currently have P-Cards will be 
mandated to attend training regarding the proper use of their assigned cards. The training will 
be prepared and conducted by Pasadena Police Department (PPD) Finance Management 
Analyst V and her staff. The training will include department and City policy and procedures, 
review governing purchasing card use, to include prohibited items. This mandated training will 
be conducted on or before June 30.  

A designee for the Chief of Police will request the Director of Finance, in writing, to cancel and 
revoke the privileges the one active card user in the department who is indefinitely suspended 
from P-Card use due to multiple suspensions during the month of March 2020.  

Additionally, a request will be made from the Office of the Chief of Police to the Director of 
Finance to draft a provision giving authorization for the Police Department's various 
investigative divisions to provide cash payments for witness or undercover operations. The 
provision will identify the type of documentation that will be needed keeping in mind the 
confidentiality aspects of these sensitive in nature type of investigations. This request will be 
prepared with the assistance of the City Attorney/ Prosecutor's office and submitted to the 
Director of Finance by mid-March 2020.  
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ISSUE 5: Policy violations not referred to Human Resources 

Risk Rating: Medium 

5.   Serious or repeated instances of purchasing card noncompliance not reported 

In the Association of Certified Fraud Examiners’ (ACFE) 2018 Report to the Nations, the most 
common type of occupational fraud is asset misappropriation, which includes theft of cash on 
hand and fraudulent disbursements for personal benefit. The report also describes other red 
flags of occupational fraud perpetrators, which include committing non-fraud related 
misconduct or human resource/performance related issues. Cash collected by the City, as well 
as purchasing cards are examples of assets that can be misappropriated by employees if there 
are not adequate internal controls in place to prevent or detect theft and loss. In the City of 
Pasadena, the Human Resources Department’s Employee Relations Division investigates 
potential noncompliance with the City’s Manual of Personnel and Administrative Rules and 
other regulations under which the City operates, and recommends corrective actions when 
appropriate.  

 We found that the policies and procedures governing cash handling, petty cash and purchasing 
cards do not direct or require instances of serious misuse or repeated non-compliance to be 
referred to the Human Resources Department that may require formal investigation. The petty 
cash policy does note that a failure to adhere to procedures in the policy may results in the 
closure of an account and/or disciplinary action. However, based on Finance staff interviews 
and internal communications, repeated non-compliance by individual employees are not 
communicated outside of the Finance Department. In the case of Purchasing Cards, repeated 
offenses do result in suspension of card use, and the employee’s Department Director is 
notified in a formal memo. However, this does not result in a card being taken unless 
specifically asked for by the Department Director. Without properly referring an employee’s 
misuse or repeated non-compliance with policies to Human Resources, the City cannot hold 
employees accountable for loss of cash or improper disbursements.  

Recommendation 5: The Director of Finance should direct staff to refer serious and repeated 
non-compliance of individuals that use petty cash, handle other cash, or use a purchasing card 
to the Human Resources Department.  

MANAGEMENT RESPONSE 

As noted in the “Corrective Actions Implemented During Audit” section of the report, 
suspension and cancellation policies for Purchasing Cards are now in place. Additionally, serious 
or repeated non-compliance will be reported to the Human Resources Department and the 
Department Director. Previously, these were being reported only to the Department Director. 
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Additional Observation 

During the course of the audit, we identified issues that were not within the scope of our audit, 
but would like to bring to the attention to the City Manager.  

Healthy food and beverage policy  

In October 2011, the City Council adopted nutrition standards for all snacks and beverages sold 
in City vending machines. In 2011, the Policy also required all beverages and snacks served at 
events coordinated by City staff using City funds should also meet the specified nutrition 
standards. This policy was amended in November 2017 that allowed the policy to be updated 
without City Council authorization to allow the City Manager or their designee to readily update 
nutrition standards when published by the U.S. Dietary Guidelines. The standards are specific as 
to how much total fat, saturated fat, trans fat, sugar, calories, and sodium are contained in an 
item and to what percentage is acceptable. In 2012, the Public Health Department developed a 
guidance documents to assist City staff in selecting healthy snack and beverages for meetings 
and events.   

In our review of employee-incurred expenses made from petty cash and purchasing cards, we 
observed instances where City employees were purchasing meals, snacks and/or beverages 
that may be considered unhealthy under the current policy guidelines. Some employees were 
sanctioned for the purchase of obvious examples of unhealthy snacks and beverages such as 
cookies or candy. However, we also observed numerous approved purchases for snack and 
beverages for City events that may not be healthy based on the lack of supporting 
documentation to demonstrate a food item is in accordance with the healthy food policy 
standards. In practice, the City is relying on the judgement of the Finance Department to 
perform an enforcement function of a policy developed by the Public Health Department. Per 
the Director of Finance, trying to monitor and enforce these specific policies has become overly 
burdensome on the purchasing card administrator. The Director of Finance followed up on this 
issue with the City Manager, and it was agreed that Finance would no longer question or 
enforce the purchase of individual meals and food items. It was agreed that if blatant violations 
occurred, such as the ongoing purchases of candy, soda, or obviously unhealthy foods that 
Finance could take action.  
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Appendix A: Findings Risk Ranking Criteria  

 

High Risk  Medium Risk  Low Risk  

Potential significant 
financial/operational losses to the 
City 

Weakness that could cause 
moderate losses to the City 

Control weaknesses exist but 
are mitigated by other controls 

Significant internal control 
weaknesses that are Citywide or 
affect a department’s operations.  

Internal control weaknesses at 
a division or unit level or non-
compliance with citywide 
policies 

Controls which, if eliminated or 
re-engineered, would benefit 
productivity or effectiveness 

Violation of laws, regulations or 
municipal code/ordinance 

Non-compliance with grant 
requirements or other 
contractual agreements 

Opportunities for process 
improvements or increased 
efficiencies 
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Appendix B: Management Responses From Departments 

1. City Attorney – pages 37-38 
2. Finance – page 39 
3. Fire – page 40 
4. Library and Information Systems – pages 41-42 
5. Police – pages 43-44 
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Appendix C: Summary of the COSO Internal Control Framework Components and 
Principles  

COSO 
Component 

Component Principles 

Control 
Environment 

 Commitment to integrity and ethical values 
 Exercises oversight responsibility 
 Establishes structure, authority, and responsibility 
 Commitment to competence 
 Accountability enforced 

Risk Assessment 

 Objectives are specified 
 Risk is identified and analyzed 
 Fraud risk assessment 
 Identify and assess impact of significant changes on internal controls 

Control Activities 

 Develop control activities that mitigate risk 
 Develop general controls over technology 
 Control activities deployed through policies and procedures 

Information and 
Communication 

 Uses relevant information 
 Internal communication of internal control responsibilities 
 External communication of internal control performance 

Monitoring and 
Review 

 Conducts ongoing and/or separate reviews of internal control 
 Evaluate and communicate  internal control deficiencies 

Source:  Internal Control-Integrated Framework, © 2013, Committee of Sponsoring Organizations of the Treadway 
Commission (COSO). All rights reserved. Used with permission. 

 


