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of which four are considered high priority and one as medium priority. There are eight
recommendations associated with these five findings which when implemented should
strengthen the internal controls. Several issues were corrected during the course of the audit. A
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Executive Summary
Audit of Citywide Ethics Policies and Processes
1. Reason for the Audit

4. Scope

Identified in the FY 2021‐22 audit plan based
on recommendations and corrective actions
taken from the Task Force on Internal Controls
in 2015.

This audit included examination of
compliance documentation maintained by
Human Resources for all departments from
FY 2019 through FY 2021.

2. Background

5. What We Found

The Human Resources Department is the
primary department charged with managing
many of the key ethics policies and programs
in place to ensure employees are able to
comply with reporting requirements, as well
as what is expected by the City’s Code of
Conduct and Ethics, Outside Employment
disclosures, and other ethics requirements.

Based on our audit, there are four high risk
issues and one medium risk issue that
should be addressed to further strengthen
internal controls.
The high risk issues identified are:



3. Objectives



The objectives of this project are to assess the
state of the City’s ethical climate and
determine if the City has sufficient and
effective policies and processes to promote an
ethical culture in the City.



Citywide ethics training compliance
Citywide compliance to outside
employment reporting requirements
Department specific outside
employment
Identification of undisclosed
employee conflict of interest

6. What We Recommend
The 8 recommendations include:





1

Establishing a performance metric
and enhanced monitoring of ethics
training completion citywide
Citywide and department specific
reporting of compliance to outside
employment disclosures, as well as
more robust disclosure of conflicts
Convening a review committee to
address conflicts of interests
Generalized reporting of HR
investigations and outcomes

Audit of the City’s Ethics Policies and Processes

Reason for the Audit
This audit was identified in the FY 2021‐22 audit plan based on recommendations and
corrective actions taken from the Task Force on Internal Controls in 20151. Additionally, the
Institute of Internal Auditors standards2 requires the internal audit activity to evaluate the
design, implementation, and effectiveness of the organization’s ethics‐related objectives,
programs, and activities. Since the issuance of the Task Force’s recommendations, the City has
undertaken efforts to increase awareness of the City’s Code of conduct, promote ethics in the
City, and provide resources to report wrongdoing.

Background
In an effort to follow up on the spirit of the recommendations from the City’s Task Force
related to Ethics, Internal Audit conducted this audit, the scope of which, included a citywide
survey of employee perspectives on the City’s ethical environment.
Ethics is the branch of philosophy that defines what is good for the individual and for
society and establishes the nature of obligations or duties that people owe themselves and one
another3. Values are defined as the beliefs of a person, social groups or organizations; they are
rules by which one makes decisions about right and wrong, should and should not, good and
bad. Values are the embodiment of what an organization stands for, and should be the basis for
the behavior of its members.
A strong ethical culture is the foundation of good governance in an organization. An
ethical culture is created through a robust ethics program that sets expectations for acceptable
behaviors in conducting business within the organization and with external parties. It includes
effective board oversight, strong “tone at the top”, senior management involvement,
organization wide commitment, a customized code of conduct, timely follow‐up and
investigation of reported incidents, consistent disciplinary action for offenders, ethics training,
communications, ongoing monitoring systems, and an anonymous incident reporting system.
The Human Resources Department is the primary department charged with managing
many of the key ethics and conflict of interest policies and programs in place to ensure
employees are able to comply with reporting requirements, as well as what is expected by the
City’s Code of Conduct and Ethics. Other Departments including the City Attorney/Prosecutor’s
Office, City Clerk’s Office and City Manager’s Office also are responsible for managing State
mandated financial conflict of interest training and disclosures and providing independent and

1

Task Force on Financial Administration and Internal Controls Summary Report dated October 3, 2015
International Professional Practices Framework (IPPF) Standard 2110.A1 requires the internal audit activity
evaluate the design, implementation, and effectiveness of the organization’s ethics‐related objectives, programs,
and activities.
3
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objective reviews of city operations, respectively4. As recommended by the 2015 Task Force on
Internal Controls, the Human Resources Department implemented recurring ethics training
required to be taken by all employees. The training is required to be completed every two years
on a different cycle than the AB 1234, Sexual Harassment, and other state mandated training.
The Human Resources Department also makes updates to the City’s Outside Employment
Disclosure Policy and administers the annual disclosure process that requires all employees to
certify if they do or do not engage in secondary employment or business activity that may
conflict with their position in the City. The key ethics policies and programs are detailed in the
following section.

Key Ethics Policies and Programs
Ethics Policies and Expectations
The City of Pasadena’s Code of Conduct and Ethics5 requires city employees to discharge
the duties and responsibilities of their positions with professional impartiality, regardless of
personal considerations, and recognizing that the public interest, as articulated by City policy, is
their primary concern. The conduct of employees in their official capacity must be beyond
reproach. Their conduct shall be such that when viewed by the reasonable person, it is a credit
to the integrity of City government. This code can be found in the City’s Manual of Personnel
and Administrative Rules.
Conflict of Interest Policies and Expectations
There is also a related city conflict of interest policy, which outlines the city’s
expectations for employees to devote their full efforts and energies to city work, and prohibits
any outside employment or activates/relationships that can create an actual, potential, or
apparent conflict of interest. The policy notes as a general rule, no employee shall engage in
any transactions or have any personal or financial interest (direct or indirect as defined in the
code of conduct) that would lead a reasonable person to believe their independence or
judgment would be impaired. The policy provides examples of conflicting relationships and
activities. It also details the Taxpayer Protection Act.
Outside Employment Policy
To help detect and address conflicts of interest, all employees must disclose any outside
employment that is considered secondary employment. The purpose of the policy is to ensure
that outside employment and business activities of city employees do not adversely affect
employee performance, commitment to city employment, or create a conflict of interest or
4

The Internal Audit Division of the City Manager’s Office provides audit services and maintains the Fraud Hotline.
We did not review our own work during this audit.
5
The policy can be found in the City’s Manual of Personnel and Administrative Rules, Section 2
Internal Audit Division
City Manager’s Office
3
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appearance of impropriety. The policy requires employees to annually complete and submit an
outside employment and business activity disclosure form to the department director prior to
commencing new employment. As of August 2019, employees must also disclose any outside
business activity in the City of Pasadena, including those that generate passive income that
could create a conflict of interest or the appearance of impropriety. This could include rental
property income, limited partnerships, or other enterprises where an employee may not be
actively involved. Employees are not required to disclose outside business activities that
generate passive income when the activity does not create a business relationship with the City
of Pasadena. The policy provides guidance to help determine if a business activity creates a
conflict, how to disclose, and who must sign off on the activity.
Fair Political Practices Act Conflict of Interest Disclosure Requirements
Additionally, the State of California and the City of Pasadena have key requirements in
place that require city employees to disclose conflicts of interest. As a result of the State’s
Political Reform Act, the City of Pasadena adopted a Conflict of Interest Code (Resolution No.
5069) on February 21, 1984 and maintains a list of designated employees who must disclose
financial conflicts of interest6. The most current update of the code was made December 2020
and contains a list of employee positions required to file a Statement of Economic Interest
(SEI/Form 700) disclosure. Designated employees and city commissioners must make annual
disclosures of economic interest by April 1, on a Form 700 and any required schedules issued by
the Fair Political Practices Commission. This list consists of members of City executives, senior
managers, and other employees who have financial decision making responsibilities. Employees
are required to annually disclose different types of economic interests in the City of Pasadena
within a two mile radius of the city limits. There are varying tiers of disclosure, which are noted
for each designated position, ranging from tier 1‐18 as defined by the City in its conflict of
interest disclosure designations.
In addition to Annual Statements, new employees who assume designated filer
positions must file an assuming office statement when their employment commences.
Conversely, a designated employee who separates from the city must also file a Leaving Office
statement. The City Clerk’s Office is responsible for collecting, filing, and publicly posting these
statements. Per the Fair Political Practices Commission (FPPC), cities, counties and special
districts in California are required by law (AB 1234, Chapter 700, Stats. of 2005) to provide
ethics training to their local officials. In the City of Pasadena, the City Attorney’s Office provides
this training to designated filers every two years.

6

City Commissioners and elected officials were not a part of our review for this audit.
Internal Audit Division
City Manager’s Office
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Methods of Reporting Wrongdoing
Personnel Matters
The Employee Relations Division within Human Resources is responsible for conducting
investigations of personnel complaints, resolving employee conflicts, and responding with
appropriate action when appropriate. The division also reviews, updates, and provides training
on the City’s personnel policies. In the past fiscal year, the division conducted investigations
into employee misconduct, improper personnel practices, discrimination, retaliation, and
recommended corrective action when appropriate. The division also counseled managers and
offered tools to improve employee performance. The Employee Relations Division of Human
Resources serves as a partner to maintaining productive relations between employees and the
city, in an effort to reduce employment‐related litigation and protect the rights of employees,
while serving management to efficiently carry out the important functions of the city. The
division ensures compliance with federal, state, and local employment laws.
Fraud Prevention, Reporting, and Investigation Policy
The purpose of this policy is to provide communication and guidance to employees
when misuse or misappropriation of city assets is suspected. This policy applies to any fraud7, or
suspected fraud, involving Pasadena City Officials, all City employees as well as vendors,
consultants, contractors, outside agencies and/or any other parties with a business relationship
with the City of Pasadena. This policy also applies to any employee breach of Citywide Policies
and Standards of Conduct which has a significant financial impact on the City, including but not
limited to waste8 or abuse9 of City resources. The policy requires employees to immediately
report suspected fraud or waste within or outside their chain of command, including but not
limited to their supervisor, department director, Human Resources, City Manager’s Office, City
Attorney/Prosecutor’s Office, or the Fraud Hotline. Additionally, supervisors and managers are
required to report alleged fraud or waste to any of the aforementioned resources and do not
have to follow chain of command. The City’s Policy Against Retaliation (Section 2R of the
Manual of Personnel and Administrative Rules) must be complied with for any employee
reporting alleged fraud, waste, or abuse.
The city has a Fraud Hotline and online reporting form to report suspected wrongdoing
by employees or contractors. The phone line is an automated message system where callers are
asked to provide a detailed message concerning the nature of the event, who may be involved,
any documents to demonstrate the wrong doing, and any other pertinent details. The Caller ID
function is disabled to maintain anonymity. The hotline number is (626) 744‐7448. Reports can
7

For purposes of this policy, fraud is defined as misuse or the attempt to misuse a City asset for personal gain or
purposes unrelated to City business.
8
For purposes of this policy, waste is defined as any needless, careless, extravagant or unnecessary expenditure of
City resources and property that has a significant financial impact on the City.
9

For purposes of this policy, abuse is defined as the intentional destruction, manipulation, misapplication, or
misuse of City resources.
Internal Audit Division
City Manager’s Office
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also be made online, with a direct link to information about the Hotline on the City’s homepage
under the City Bulletin section.10 The Internal Audit function of the City Manager’s Office
intakes all complaints and has the primary responsibility for the investigation of all suspected
fraud or waste as defined in this policy. Allegations related to personnel matters and employee
misconduct will be referred to the Human Resources Department. Allegations of fraud or waste
involving Human Resources employees will be coordinated with the City Attorney. The policy
also outlines where Internal Audit may refer allegations related to criminal acts to the Police
Chief or to the Mayor for allegations involving the City Manager, City Clerk, or City Attorney.
Appendix D provides the link as well as an image of the Fraud Hotline informational poster
distributed throughout City facilities.

10

The online reporting form can be accessed here: https://egov1.cityofpasadena.net/apps/fraud/
Internal Audit Division
City Manager’s Office
6
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Objectives
The objectives of this project are to assess the state of the City’s ethical climate and
determine if the City has sufficient and effective policies and processes to promote an ethical
culture in the City.

Scope
The scope of this audit included examination of compliance documentation maintained
by Human Resources for all city employees from FY 2019 through FY 2021. In order to maintain
our independence, we did not assess any Internal Audit specific processes related to the fraud
hotline. We also did not assess specific operational processes for State mandated disclosures
and AB 1234 compliance performed by the City Clerk or City Attorney.

Methodology











Reviewed relevant laws, ordinances, and citywide policies and procedures
Analyzed available supporting documentation maintained by Human Resources
Identified and reviewed relevant best practices related to ethics and compliance in the
government environment
Conducted a risk assessment to identify high risk departments and activities for testing
Interviewed City staff responsible for compliance, enforcement, or education related to
ethics policies and processes
Reviewed employee training and outside employment completion data using IDEA
analytics to identify historical trends, irregularities, and performance
Assessed the adequacy of internal controls governing policies and procedures using the
COSO Internal Controls Framework (Appendix C)
Reviewed key information systems and governance used to track compliance
Evaluated processes to ensure the promotion of appropriate ethics and values
Assessed judgments and decisions made by management

This audit was conducted in accordance with the standards promulgated by the Institute of
Internal Auditors (Standards). These Standards encompass such matters as independence,
objectivity, proficiency of staff, due professional care, the scope and performance of work
activities, and the management of the internal auditing function. We believe that our work
provides a reasonable basis for the reported issues, conclusions, and recommendations.

Internal Audit Division
City Manager’s Office
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Overall Results
Based on the survey we administered, we found that city employees generally agree
that they work in an ethical environment and are aware of the key policies and reporting
mechanisms to help address ethical issues. The City has also implemented policies and
procedures to address ethics risks around conflict of interest, ethical expectations and training
for employees, and providing methods of reporting concerns of wrongdoing. However, we did
identified five issues with eight corresponding recommendations to enhance program
effectiveness and strengthen internal controls over ethics policies and processes. There are 4
issues categorized as high risk and one issue categorized as medium risk.

SECTION 1: ETHICS SURVEY RESULTS

In order to help focus our audit testing, Internal Audit developed a survey to identify
employee perception of how ethics is displayed in their workplace. Using a survey tool
developed by the Institute of Local Government (ILG), we tailored questions to the City of
Pasadena to gauge employees’ individual perceptions of their workplace ethics, how they view
senior and executive management ethics, as well as to gauge their awareness of various
methods of addressing ethical concerns in the City of Pasadena. Although we did not make
conclusions solely based on the responses to this survey11, the results assisted Internal Audit in
identifying additional area of risk to test in this audit. The summaries included in Section 1 are
intended to provide the Finance/Audit Committee and executive leadership with a glimpse of
the city’s perceived ethical environment.
The Internal Audit Division administered a survey citywide to reach all employees from
October 13 through October 30th, 2020. The survey was administered online via SurveyMonkey,
and departments were asked to provide paper copies to employees who did not have access to
a computer. We received a total of 463 online responses, and 19 paper responses for a total of
482 total responses to the survey. The department with the highest participation was Water
and Power with 89 respondents (22 percent of total responses), followed by Police with 42
respondents (10 percent). A total of 81 respondents did not identify the department they
belonged to. A breakdown of responses by department is provided as Exhibit 1.

11

IPPF Standards 2310 and 2320 require the Internal Audit function to identify sufficient, reliable, relevant, and
useful information to achieve engagement objectives, and base conclusions on appropriate analyses.
Internal Audit Division
City Manager’s Office
8
A19‐FIN‐01

Audit of the City’s Ethics Policies and Processes

Exhibit 1: Summary of Respondents by Department

Source: Internal Audit Survey, Question 29

Survey Results
a. Perception of Employee Ethics
In the first five questions about employee perception (shown in Exhibits 2 through 6)
show that a majority of employees believe the city has an ethical and safe working
environment. For example, 98 percent of respondents agreed that they are expected to do
their jobs ethically and 80 percent believe their colleagues recognize and demonstrate ethical
behavior.

Internal Audit Division
City Manager’s Office
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Exhibit 2: Respondents Are Expected to Use Ethical Behavior in their Jobs
I am expected to use ethical behavior in performing
my job.
Disagree
1%

Unsure
1%

Agree
98%

Source: Internal Audit Survey Results, Question 1

Exhibit 3: Respondents Believe Colleagues Recognize Ethical Behavior
My colleagues know the difference between ethical and
unethical behaviors, and seem to care about the
difference.
Unsure
12%
Disagree
8%

Agree
80%

Source: Internal Audit Survey Results, Question 2

A summary of complete survey results is attached as Appendix E of this report.

Internal Audit Division
City Manager’s Office
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b.

Perceptions of Senior Management and Executive Leadership

63 percent of respondents believe senior management and executive leadership are
concerned with ethics in their respective department. As compared to employee’s own
perception of their ethics and that of their colleagues, there is less agreement that
management displays these similar values. Examples of this perception is provided in Exhibit 4
below.
Exhibit 4: Executives and Senior Management Create an Ethical Environment in the
Workplace
I believe Executives and Senior Management create an
environment in which staff is comfortable raising ethical
concerns

Unsure
22%
Disagree
15%

Agree
63%

Source: Internal Audit Survey Results, Question 13

Internal Audit Division
City Manager’s Office

11

A19‐FIN‐01

Audit of the City’s Ethics Policies and Processes

C.

Awareness of Ethics Policies and Methods of Reporting Concerns

As displayed below in Exhibit 5, 70 percent of respondents feel that they are
encouraged to report questionable ethical behaviors or actions of others.
Exhibit 5: Employees Feel Encouraged to Report Ethical Issues
I am encouraged to report questionable ethical
behaviors or actions of others

Unsure
18%
Disagree
12%
Agree
70%

Source: Internal Audit Survey Results, Question 6

94 percent of respondents are aware that the City has key ethics policies in place
including the Code of Conduct. 95 percent of respondents indicated that they were aware of
the city’s conflict of interest and outside employment policies. 84 percent of respondents noted
that they are very aware of the Fraud Prevention Policy, and 67 percent are aware of the City’s
Fraud Hotline. Additionally, 93 Percent of respondents know that the City has a Safety Office
and must report workplace injuries.

Internal Audit Division
City Manager’s Office
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Exhibit 6: Employees Are Aware of the City’s Code of Conduct

I am aware of the City's Code of Conduct
Disagree
1%

Unsure
5%

Agree
94%

Source: Internal Audit Survey Results, Question 23

In addition to assessing their agreement with the statements provided on the survey,
respondents had the opportunity to provide additional comments or feedback for each
question. Several respondents used this space to provide specific examples of what they
perceived to be ethical concerns, failures, and potential misconduct. Any allegations of
misconduct or other risks were routed to the appropriate entities to investigate, including
Human Resources and the Safety Office.

Internal Audit Division
City Manager’s Office
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SECTION 2: RESULTS OF TESTING COMPLIANCE TO KEY ETHICS POLICIES

Issue 1: Required Ethics Training – High Risk
As noted in the Background section, Human Resources provides ethics training to all
employees on a biennial basis starting in 201612. Most employees complete their training online
and Human Resources offers viewing sessions at department worksites or in City Hall to
accommodate staff who may not have ready access to a personal computer. Training was
provided again in 2018. Due to the COVID‐19 Pandemic response that required many non‐
essential employees to work from home, training was not provided in FY 2020. To make up for
this missed year, Human Resources required all employees to take the training in early July
2021 when most employees were returning to their offices.
We found that in 2018, a total of 71 percent of employees13 completed the required
ethics training for the year. In 2021, 89% of employees completed the required ethics training.
The breakdown of employees by department and year that completed the training is included
in Exhibit 2 below.
Exhibit 7: FY 2018 and 2021 Ethics Training Completion by Department

12
13

This is separate from and in addition to the AB 1234 Ethics Training for designated employees.

The FY 2018 total FTE figures was derived from FY 218 budgeted FTEs. This figure may not accurately account for
seasonal or temporary employees. In FY 2021, HR was able to provide us with complete employee count by
department.
Internal Audit Division
City Manager’s Office
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Source: Internal Audit analysis of training completion data maintained by Human Resources

One major contributor to the increased completion rate was providing data to the
director of each department at the end of July 2021. As of July 31, 2021, approximately 74
percent of employees completed the training. In early August, department directors were
provided lists of employees who had not yet taken the training and given two weeks to increase
compliance. By August 20, 2021, a total of 1,849 employees completed the ethics training
which includes department directors. Providing the list of employees who had not completed
the required training to department directors increased the City’s overall compliance rate by
15%.
At present, there is no formal tracking, reporting, or metric to track compliance with this
required training citywide or at the department level. An important component of the COSO
Internal Control Framework (Appendix C) is generating relevant, quality information provided
to management in a timely manner to support the functioning of internal controls. Emphasizing
ethics through periodic training is one method to help promote a positive control environment
and encourages all employees to do the right thing. Additionally, providing management with
the data to show their overall completion as a department allowed them to intervene and
achieve additional compliance. Without sufficient information on training completion, the City
Manager is unable to hold departments accountable for employees failing to meet this
compliance requirement.
We also noted that the most recent training did not have the current fraud hotline
online reporting website address, and did not contain recent changes to the City’s Outside
Employment policy. We provided this feedback to Human Resources so they can update the
presentation for future training. Fraud Hotline information is also included as Appendix D of this
report.
Recommendation 1a: The City Manager should establish a citywide performance goal for the
completion of ethics training. Additionally, Human Resources should provide department
directors with a list of their completion rates and a list of employees who have not completed
the required ethics training immediately after the deadline to increase compliance. After
providing additional time to Department Directors to improve training completion
performance, the Human Resources Director should provide the City Manager with a list of the
outstanding employees by department for further review and action.
Recommendation 1b: The Director of Human Resources should also periodically review the
ethics training prior to its rotation year to ensure it is up to date with any policy or reporting
hotline changes, as well as any other relevant information.

Internal Audit Division
City Manager’s Office
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Issue 2: City Mandated Outside Employment and Conflict of Interest Disclosures‐ High Risk
As detailed in the background section, the City has an Outside Employment Disclosure
policy that requires all employees, regardless of position, to annually certify if they do or do not
engage in secondary employment or have passive financial interests in the geographical limits
of the City of Pasadena. Human Resources annually announces the requirements via email for
employees to complete and then submit for review and approval by the Department Director. If
outside employment is indicated by the employee, the supervisor is required to ensure there is
an adequate description and circumstances of the employment and that it will not create a
conflict of interest for the City, and then pass onto the Department Director for their approval.
If any new outside employment or changes occur to the outside employment during the year, a
new form must be submitted for approval by the Director. Prior to FY 2020, the process was
completed using paper based forms for supervisor and director signature routing. Due to the
2020 stay at Home Order, Human Resources worked with DoIT to develop an electronic form to
be completed by employees and then routed to supervisors and Department Directors.
Issue 2.1‐: Compliance to Outside Employment Policy
A comparison of employee compliance with outside employment submissions is shown
in Exhibit 8. Employee compliance improved from 2019 to 2020; however, noncompliance only
dropped by 2% over the two year period. In 2019, a total of 1289 (55%) employees submitted
an outside employment disclosure form, while 1039 (45%) did not. In 2020, a total of 1,218
(55%) employees submitted an outside disclosure form, while 980 employees (45%).
Exhibit 8: Overall Employee Compliance with Outside Employment Policy by Year
2500

2000
1039

980

1500

1000

500

1289

1218

2019

2020

0

Submitted a Form

Did Not Submit A Form

Source: Internal Audit Analysis of Human Resources’ Outside Employment Form data

Internal Audit Division
City Manager’s Office
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A breakdown of employees by department that submitted forms is depicted below in
Exhibit 9.
Exhibit 9: Employee Compliance to Outside Employment Policy by Department

Source: Internal Audit Analysis of Human Resources’ Outside Employment Form data

From 2019‐2020, a total of 2,5071415outside employment forms were submitted, of
which 395 indicated some form of outside employment. Of these, 158 were approved, 158
were still awaiting review, 75 were pending approval, and four were rejected by the
Department Director. A breakdown of approvals and review status is depicted below in Exhibit
10.

14
15

1,289 forms in FY 2019 and 1,218 in FY 2020

Internal audit did have to perform data cleansing procedures to eliminate duplicative requests and errors made
by staff in completing the forms.
Internal Audit Division
City Manager’s Office
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Exhibit 10: Citywide Outside Employment Review and Approvals by Year
140

125

120
103
100
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61

55

33

40
14

20

1
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0
Approved

Pending Approval
2019

Rejected

Not Reviewed

2020

Source: Internal Audit Analysis of Human Resources’ Outside Employment Form data

The departments with the lowest compliance rates for submitting forms (as depicted in
Exhibit 9) were analyzed. In reviewing the titles and nature of employment for staff that did not
complete the Outside Employment forms in Parks, Recreation, and Community Services (PRCS),
many of the staff were seasonal or temporary recreation employees. In Housing, MASH
employees also represented the largest division of non‐filers. For Public Works, many of the
employees that work out in the field comprised the majority of non‐filers. This was similar to
the Police, Public Health, and Fire Departments whose field and temporary personnel also
comprised the majority of non‐filers. It is likely that due to the timed nature of when forms are
called for and required to be submitted, Human Resources is missing a portion of employees
that are unable to comply with the Policy, e.g. seasonal employees may no longer be working
for the City when Human Resources notifies employees to submit outside employment forms.
Additionally, employees that work mostly in the field, do not have ready access to a computer
to print and file (or submit online), and/or working different shifts may present difficulties
complying with the policy.
Although the approval process of outside employment had improved over the year,
there are still opportunities to improve the timeliness of the overall review and approval
process, and conduct the needed follow up to ensure all employees comply with the Outside
Employment Policy. Human Resources noted they expected to see a much higher compliance
rate in 2020 by making the process virtual; however, they acknowledged that the process to
have the forms reviewed and approved by Department Directors and themselves did not
change much from the prior paper based process. This is partly due to some limitations in the
newly developed system to submit electronic forms. As a result, overall compliance and review
is not being achieved and Human Resources is not able to effectively enforce compliance to the
Outside Employment policy.
Internal Audit Division
City Manager’s Office
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During the course of this audit, Human Resources began to collaborate with DoIT to
enhance their current online reporting form to also add a workflow process that will allow
department directors to review and approve all online and paper submissions directly from
employees. The goal is to have this enhanced interface go live for the 2021 Outside
Employment disclosure period scheduled for late Fall 2021.
Recommendation 2‐1a: Human Resources should work with the Department of Information
Technology to enhance their current solution to include a workflow and alert system to ensure
submitted forms get reviewed timely by Directors, as well as a reporting feature that will
provide Directors with a snapshot of employees that have or have not submitted a form.
Recommendation 2‐1b: The Director of Human Resources should work with Departments with
field crews, seasonal/temporary workers, and staff otherwise unable to complete their forms in
a timely manner with more options in how and when to submit a form, such as during a staff
meeting, upon hire or at new employee orientation, or as part of the annual evaluation process.
Recommendation 2‐1c: The Director of Human Resources should also evaluate the requirement
for the Outside Employment policy to all employees, or consider removing certain positions
from this requirement such as seasonal employees, volunteers, or temporary staff based on
risk.

Internal Audit Division
City Manager’s Office
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Issue 2‐2: Review of Outside Employment Activities in Departments – High Risk
Although Human Resources is the process owner of the Outside Employment Policy,
Department Directors are required to play a key role in identifying and approving the
appropriateness of the kinds of outside employment their employees engage in. A breakdown
of employees that indicated they do or do not engage in outside employment by department is
summarized in Exhibit 11.
Exhibit 11: Outside Employment Department in FY 2020

Source: Internal Audit Analysis of Human Resources’ Outside Employment Form data (based on forms submitted)

Based on our review of the top three departments (Police, Fire, and PRCS) indicate that
13 employees may engage in outside employment that could lead to an actual or perceived
conflict of interest with their primary employment. One global observation of disclosed outside
employment is that the level of detail documented on the submitted form did not provide
enough detail to ensure there would be no conflict with their current position. One common
disclosed activity was engagement in various types of subject matter consulting in law
enforcement or fire safety. Most of those who indicated consulting, did not always provide any
assurance that this work would not be conducted in the City limits. In another example, there
are employees who own their own construction or engineering firms that provide construction,
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inspection, or engineering related duties for the City. In one case, an employee’s outside
business is incorporated in the City of Pasadena and does work in the City. In the 13 examples
we examined in depth, only two had been formally approved by the Department Director.
Without providing timely review and not providing enough detail to clearly demonstrate
compliance to the outside employment policy, the City cannot provide adequate safeguards to
detect and deter a conflict of interest of employees with outside business activity or interest.
Recommendation 2‐2: The Director of Human Resources should update the current form and
process to require employees to disclose adequate information to demonstrate their
employment would not create a conflict of interest in fact or appearance, and that they would
not engage in business within the City of Pasadena or in a two mile radius of the City of
Pasadena similar to Form 700 economic interest disclosure requirements. Additionally,
employment disclosures that indicate business activity or interest in the City of Pasadena or
within a two mile radius should be flagged and escalated immediately to the Department
Director for their timely review and consideration.
Issue 2‐3 Form 700 Disclosure Filers – High Risk
As noted in the Background section, the City of Pasadena’s adopted Conflict of Interest
Code (Resolution No . 5069) contains a list of designated staff positions who must disclose
financial conflicts of interest in accordance with the requirements set form in the Political
Reform Act. The Fair Political Practices Commission maintains reference guidance for these
types of disclosures. As of April 2021, a total of 382 regular city employees file Form 700s.
During the course of our audit work comparing outside employment submissions to Form 700
filers, we did identify one exception where one employee failed to submit their form in a timely
manner, and did not do so until Internal Audit notified the City Clerk’s Office. The City Clerk’s
Office immediately followed up with the employee, a first‐time filer, to assist them in filing their
form. As of August 2021, we verified with the City Clerk’s Office reports that all required
employees are up to date with their filings.
Additionally, an employee responding to the ethics survey administered for this audit
relayed an allegation of conflict of interest within their Department, which Internal Audit
forwarded to Human Resources for investigation. The subsequent investigation identified an
employee that failed to accurately indicate a business interest operating in Pasadena on both
their Form 700 and Outside Employment disclosures. Human Resources was able to identify
corrective action that was implemented.
As a result of this investigation, Internal Audit learned that there is no one person or
office in the City that is responsible for enforcing Statement of Economic Interest (Form 700)
disclosure requirements and the City has few precedents where action was taken. The City
Clerk’s office is responsible for disseminating information to filers, providing assistance with
Netfile, and ensuring the collection of all forms by April 1. The City Clerk noted that his office
does not provide specific advice, noting that only the Fair Political Practices Commission (FPPC)
can provide informal and formal advice to filers. The City Clerk also can levy fines to those who
Internal Audit Division
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do not file on time at $10/day, up to $100 total. The City Attorney/Prosecutor’s Office is
required to provide the AB 1234 training to all designated officials, city commissioners, and
board members and financial staff of the Operating Companies every two years. The City
Attorney/Prosecutor’s Office tailors training for each group of filers, but did note that the
training includes the same examples/scenarios for each filer group. Her office also provides a
reference handbook that explains the law. Beyond the filing and training, there is no process to
detect or address any factual irregularities filed on a Form 700 in the City. Without a way to
report and consider this kind of misconduct, the City has no way to hold employees
accountable for accurately completing and filing their Form 700 forms.
Recommendation 2‐3: The City Manager should convene an ad hoc review committee with
members from Human Resources, City Attorney/Prosecutor, City Clerk, and the City Manager to
discuss Form 700 violations and how to best address each situation.
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SECTION 3: BEST PRACTICES FINDINGS AND OBSERVATIONS

In addition to reviewing the City’s internal policies and procedures, we also conducted
research into best practices and frameworks to guide ethics policies and processes. Based on
these practices and framework, we compared what policies and processes the City has at
present, and identified opportunities to improve or enhance our current programs and
practices. Overall, the City does have key ethics policies and processes in place to enforce
compliance to ethics policies, address wrongdoing, and communicate the importance of ethics
to the workforce. We also identified opportunities to further enhance our current efforts.
Issue 3: Ethics Program Best Practices‐ Medium Risk
1) Federal Sentencing Guidelines Benchmarking
We found that the city has processes in place recommended by the United State
Sentencing Commission’s Federal Sentencing Guidelines. The guidelines from the United States
offer incentives to organizations to reduce and ultimately eliminate criminal conduct by
providing a structural foundation from which an organization may self‐police its own conduct
through an effective compliance and ethics program16. To have an effective compliance and
ethics program, an organization shall: (1) exercise due diligence to prevent and detect criminal
conduct; and (2) otherwise promote an organizational culture that encourages ethical conduct
and a commitment to compliance with the law. Such compliance and ethics program shall be
reasonably designed, implemented, and enforced so that the program is generally effective in
preventing and detecting criminal conduct. The failure to prevent or detect the instant offense
does not necessarily mean that the program is not generally effective in preventing and
detecting criminal conduct.
Ch. 8 of the Guidelines outlines seven key criteria that embody broad principles that when
taken together, describe a corporate “good citizenship” model. The criteria includes:

16

•

Oversight by high level personnel

•

Due care in delegating substantial discretionary authority

•

Effective communication to all levels of employees

•

Reasonable steps to achieve compliance, which include systems for monitoring,
auditing, and reporting suspected wrongdoing without fear of reprisal

•

Consistent enforcement of compliance standards including disciplinary mechanisms

Organizations where the guidelines can apply include corporations, partnerships, associations, joint‐stock
companies, unions, trusts, pension funds, unincorporated organizations, governments and political subdivisions
thereof, and non‐profit organizations.
Internal Audit Division
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•

Reasonable steps to respond to and prevent further similar offenses upon detection of a
violation

The Guidelines allow for small organizations to meet the requirements of this guideline
with less formality and fewer resources than would be expected of large organizations. In
appropriate circumstances, reliance on existing resources and simple systems can demonstrate
a degree of commitment that, for a large organization, would only be demonstrated through
more formally planned and implemented systems.
We found that the City of Pasadena has policies and processes in place to help promote
ethics and accountability for oversight, due care in discretionary authority, effective
communication to all levels of employees, and reasonable steps to respond and prevent further
similar offenses. However, we may not have a transparent or otherwise effective way to
demonstrate consistent enforcement of compliance standards including disciplinary
mechanisms. Similar to tracking and reporting ethics training and outside employment,
providing the City Manager with more information and communication about enforcement of
compliance standards and the general nature of misconduct can help promote good
governance and ethics in the City. Exhibit 12 provides examples of how the City demonstrates
each guideline.
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Exhibit 12: Examples of Ethics Policies and processes Demonstrating Federal Sentencing
Guidelines Principles

Source: US Sentencing Commission and Internal Audit Analysis of Ethics Policies and processes

2) Ethics Program Maturity Assessment
Ethics is a sensitive area that does not easily lend itself to traditional rating systems and
it can be more useful to assess the maturity of the various elements of the ethical climate using
a maturity model. A maturity model is used as a starting point to consider an organization’s
ethics program and tailored to the organization’s needs and risk appetite. For this audit, we
used an Ethics Program maturity model from the Institute of Internal Auditors to evaluate the
maturity of ethics programs we have in place and opportunities to enhance each sub‐category
noted in the model. The model notes six key attributes of ethics programs:
1. Code of Ethics
2. Culture and Consistency
3. Awareness
4. Structure and Accountability
5. Process Automation and Integration
6. Goals and Metrics
The model also has five levels of maturity to assess each attribute, ranging from
immature to world class. Based on the key ethics program maturity model, the City of
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Pasadena's has an overall defined program in place to address an ethical culture, awareness,
and accountability.
Exhibit 13 below graphically depicts the City’s maturity level of each attribute listed in
the Institute of Internal Auditor’s maturity model. Based on the City's Code of Conduct and
processes in place, the City has a defined code of ethics; however, employees only sign off on a
Code of Ethics upon hire. More mature organizations require periodic review and signature. For
the culture and consistency attribute, the City is also at the defined level of maturity, but could
enhance the attribute by including ethical expectations in job descriptions. For the awareness
of ethics attribute, the City is at the repeatable stage, mainly due to not having a formal
compliance officer position. However, implementing Recommendations 2a and 3a‐c, to more
closely monitor and report on compliance to Ethics Training will assist in advancing the overall
awareness of City ethics expectations. For the structure and accountability attribute, the City is
a mix of repeatable and defined characteristics, but overall has more defined than repeatable
elements. Although Human Resources conducts investigations and recommends disciplinary
actions, there is no routine report of the kinds of allegations made and what general outcomes
occurred as a result. For the process automation and integration attribute, the City has mostly
defined characteristics that show we have use of automated tools/tech to track ethics policies
and compliance and can continue to build on those to be more effective as noted in
Recommendations 3‐1a and 3‐2. The goals and metrics attribute is at the repeatable level of
maturity, as the City does not have any formal ethics goals or metrics to measure the success of
training and outside employment, but can progress in maturity once they are established.
Exhibit 13: Ethics Program Attribute Maturity in the City of Pasadena

Source: Institute of Internal Auditors and Internal Audit Analysis of ethics policies and processes
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City Manager’s Office

26

A19‐FIN‐01

Audit of the City’s Ethics Policies and Processes

3) Benchmarking to Other Charter Cities
We also conducted a review of ethics policies and processes in place in other charter
cities in the region. We found that the City of Pasadena has similar ethics policies and processes
in place as peer charter cities surveyed, with some distinctions. Based on our analysis, we found
that all of the cities compared have a code of ethics, a reporting hotline, do some regular
reporting of ethics violations or risks to management and/or elected officials, and related ethics
policies. All but one city has an internal audit function, two of five have an ethics board or
commission. Exhibit 14 contains some of the similarities and differences in ethics policies and
processes with regional charter cities.
Exhibit 14: Comparison of Ethics Best Practices in Other Charter Cities

City

Pasadena
Glendale
Anaheim
Riverside
Long Beach

Has an ethics
commission,
Has a Code
committee,
of Ethics?
or compliance
office?
Yes
None
Yes
None
Yes
None
Yes
Ethics Board
Yes
Ethics Commission

Who address or
investigates
breaches of
ethical conduct?

Has specific
Has ethics,
Provides regular Provides general
ethics, fraud
fraud, or other reports of ethics ethics training
reporting,
hotline
violations or
specific to the
or other policies? reporting tool?
risks?
jurisdiction?

Human Resources
Human Resources
Internal Audit
Ethics Board
Ethics Commission

Yes
Yes
Yes
Yes
Yes

Yes
Yes
Yes
Yes
Yes

Yes
Yes
Yes
Yes
Yes

Yes
No
No
Unknown
Yes

Recommendation 4: To enhance accountability and compliance to ethics and code of conduct
policies, the Director of Human Resources should develop a summary report that
communicates the general nature of HR investigations conducted and outcomes, including
disciplinary actions taken in a manner compliant with state and local law. This general summary
should be presented periodically to the City Manager to monitor the effectiveness of the city’s
ethics, code of conduct, and other related policies.
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Appendix A: Findings Risk Ranking Criteria

High Risk

Medium Risk

Low Risk

Potential significant
financial/operational losses to the
City

Weakness that could cause
moderate losses to the City

Control weaknesses exist but are
mitigated by other controls

Significant internal control
weaknesses that are Citywide or
affect a department’s operations.

Internal control weaknesses at a
division or unit level or non‐
compliance with citywide policies

Controls which, if eliminated or re‐
engineered, would benefit
productivity or effectiveness

Violation of laws, regulations or
municipal code/ordinance

Non‐compliance with grant
requirements or other
contractual agreements

Opportunities for process
improvements or increased
efficiencies
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Appendix B: Management Responses from Departments
1. City Manager – page 30
2. Human Resources‐ pages 31‐33

Internal Audit Division
City Manager’s Office

29

A19‐FIN‐01

Audit of the City’s Ethics Policies and Processes

Appendix B: City Manager’s Response
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Appendix B: Human Resources Response
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Appendix C: Summary of the COSO Internal Control Framework Components and
Principles
COSO
Component

Component Principles



Control Environment 



Risk Assessment

Control Activities






Commitment to integrity and ethical values
Exercises oversight responsibility
Establishes structure, authority, and responsibility
Commitment to competence
Accountability enforced
Objectives are specified
Risk is identified and analyzed
Fraud risk assessment
Identify and assess impact of significant changes on internal controls

 Develop control activities that mitigate risk
 Develop general controls over technology
 Control activities deployed through policies and procedures

Information and
Communication

 Uses relevant information
 Internal communication of internal control responsibilities
 External communication of internal control performance

Monitoring and
Review

 Conducts ongoing and/or separate reviews of internal control
 Evaluate and communicate internal control deficiencies

Source: Internal Control‐Integrated Framework, © 2013, Committee of Sponsoring Organizations of the Treadway
Commission (COSO). All rights reserved. Used with permission.
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Appendix D: City of Pasadena’s Fraud Hotline

(626) 744‐7448
https://egov1.cityofpasadena.net/apps/fraud/
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Appendix E: Summary of Survey Responses
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Note: Question 28 asked survey respondents to provide any
suggestions for how the City could improve and enhance its
efforts to promote a positive ethical culture and climate.
Respondent feedback included:
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Hire additional staff
Include input of employees from various
backgrounds
Include more ethics and DEI training
Increase the frequency of ethics training
Develop department working groups to address
ethical culture and climate
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