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July 9, 2020 

To:    Steve Mermell, City Manager 

From:    Ruthe Holden and Rebecca Takahashi, Internal Audit Division 

Subject:  Whistleblower Allegation Related to Water and Power Project Billing Practices______________ 

Executive Summary 

The Internal Audit Division was asked to look into issues raised from an anonymous letter alleging 
potential revenue losses stemming from problems allegedly occurring in the water and power service 
projects. A copy of the original letter is included in this memo as Attachment B. Our objective was to 
determine if the allegations in the letter were valid, and to determine if these issues present any major 
risks that may warrant further audit work.  

To validate the claims made in the letter, we reviewed four years’ worth of revenues and expenditures 
of customer driven projects managed by the Pasadena Water and Power (PWP) engineering groups. We 
also interviewed key management and staff in both Power and Water to learn about their processes, 
reviewed department specific and city regulations, validated data provided, and identified any internal 
control weaknesses. 

This consulting engagement was conducted in accordance with the standards promulgated by the 
Institute of Internal Auditors (Standards). These Standards encompass such matters as independence, 
objectivity, proficiency of staff, due professional care, the scope and performance of work activities, and 
the management of the internal auditing function. We believe that our work provides a reasonable basis 
for the reported issues, conclusions, and recommendations. 

ISSUE 1: Water and Power Electric Service Projects Expenses Exceed Customer Deposits 

For the first issue, we did find that both water and power service project expenditures exceed their 
revenues and that their practices in determining project cost estimates and actuals should be more 
transparent and consistent. We also found that neither division was reconciling their cost estimates to 
actual expenditures to determine the reason for the cost overruns. When evaluated in impact to the 
ratepayer, these cost exceeding revenue collected represent $0.002/KWH and 0.0045 percent of 
revenues or $2.1M and $271k per year, respectively for power and water customers.  

While any expenses that exceed revenues for service projects will ultimately affect utility rates, PWP 
management pointed out that there are a couple of reasons why expenses exceed revenue: 1) system-
wide enhancements for both water and electric service projects that are completed as part of the 
customer project, which should not be charged to the customer, 2) additional costs are incurred 
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because of the PWP electric service apprentice-training program that should not be billed to the 
customer, and 3) electric fee schedules need to be updated.  

PWP management explained that when they are working on water and electric service customer 
projects they would also complete system-wide upgrades, which are charged to the same Project Job 
Order (PJO). In addition, PWP management has stated that electric apprentice expenses are not 
separately tracked, so PWP management estimated the cost incurred for the four years using their 
normal business practices for assigning trainees to jobs and calculated the cost to be approximately $2.3 
million or $575k per year. According to PWP management, this would have an estimated reduction of 
$0.00067 on the $0.002/KWH impact to the power rate. Another issue that affects expenses exceeding 
revenues is that the Power Division has recognized that the current fee schedule has not been revised in 
quite a while and needs to be updated and approved by City Council. The Water Division determines 
costs on unique project estimates of approved standard labor, materials, and other related costs for a 
customer driven water project. No fixed or average costs are used at present.   

ISSUE 2: Large Prior Period Adjustment for Depreciable Assets Is Not Discussed in Financial Statements 

For the second issue, we found that the prior period adjustment in question was disclosed in both the 
City’s and Water and Power’s Financial Statements and included in the notes to the Comprehensive 
Annual Financial Report (CAFR) and Water and Power’s Financial Statement, as well as being discussed 
at length in the Finance/Audit Committee meeting. The adjustment was to capitalize PJO’s from prior 
years and record the associated prior year depreciation. While depreciation is an expense, it represents 
a reduction in value of an asset that occurs over time rather than expenditure of cash. 

Conclusion 

Overall, we are not recommending a full audit of these practices at this time, as the impact to the 
ratepayer may not justify the cost to evaluate this further. However, we have made several 
recommendations to Water and Power’s General Manager regarding some issues noted during this 
review. These are included in Attachment A to this memo. PWP has agreed to implement corrective 
actions addressing our recommendations, their response is included as Attachment C.  

Of note, a couple of potential significant internal control weaknesses exist, including a potential 
segregation of duties issue for the payment collection in the Water Division and a lack of a mitigating 
control in the Power and Water Division as it relates to a potential fraud/red flag issue. This potential 
red flag issue could be mitigated if both Power and Water Divisions reconciled their job management 
systems (Loadslip and Serviceslip, respectively) with deposits recorded in Tyler Cashiering. Projects are 
authorized to have work start based on payments recorded in the job management systems, without a 
reconciliation process, payments can be recorded as received without actually being deposited in the 
City’s bank account. These are discussed in more detail in attachment A. 
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In addition, the Power Division memorialized their practice of estimating jobs in an internal memo that 
is inconsistent with the published Regulation 21’s Cost Chapter 11. The memo was issued internally only, 
and Regulation 21, which is posted on PWP’s website, was not updated, nor was any reference made on 
the website to this internal memo. A May 14, 2019 presentation to Municipal Services Commission 
indicated that any procedural or technical changes made to Regulation 21 would be posted on PWP’s 
website and City Council shall be notified in writing at least 30 days prior to the effective date. The 
memo was issued in November 2019, with a December 1, 2019 effective date. The memo was not 
posted on the website and City Council was not notified of the changes on how services will be billed 
that affects Chapter 11 of Regulation 21. The details of this issue are included in Attachment A to this 
memo.  

Also, the Water Division has not updated their Water Service regulations since 2012. Their current 
practice is to not bill expenses exceeding the initial customer deposit or to refund when the deposit 
exceeds actuals. This practice is not consistent with the wording in their regulation.  

Background 

An anonymous City employee mailed a letter addressed to the Pasadena Star News and Pasadena Now 
about perceived problems occurring at the Water and Power Department. The letter was also copied to 
all of City Council, Mayor, General Manager of Water and Power, as well as the City Manager. In the 
letter, the employee highlights two examples of problems they see occurring within PWP in their letter: 
1) related to how Water and Power services projects have not collected millions of dollars for work 
performed; and 2) a prior period adjustment of $1.6 million in depreciable assets noted on the 
department’s annual financial statement. The letter is included for reference as Attachment B. 

The divisions in question were the respective engineering groups of the Water and Power divisions 
responsible for assisting developers and residents needing new or improved utility services. Their work 
is governed by Municipal Code Ch. 13, with Regulations for the respective divisions approved by the 
General Manager and last approved by the City Council in 20191. These regulations present how the 
divisions are to determine project cost estimates, procedures for payment to commence work, and how 
actual costs are determined and reconciled to the customer.   

Findings 

Issue 1- Water and Power Service Project Cost Billing 

We noted six issues during our review of Water and Power’s processes related to project cost billing. We 
reviewed cost data for the latest completed four years, FY16 through FY19. The Power Division had 

                                                           
1 The latest update concerned Electric Service Regulations. The Water Division uses the regulations last updated in 
2012. 
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$8.415M of expenses exceeding revenue for the four years reviewed, approximately $2.1M per year, 
with an impact of $0.002 per KWH according to PWP. The Water Division had $1.085M of expenses 
exceeding revenues for the four years reviewed, approximately $271K per year, with an impact of 
0.0045 percent of revenues. Water and Power does not reconcile actuals to estimates to determine the 
reason for the expense overrun. During our review, PWP management pointed out that for Power 
Division capital improvements to infrastructure are done as part of the customer’s project and charged 
to the same PJO. For example, if the street has to be dug up to install conduit, then conduit will be 
installed to allow for additional expansion in future years. While these additional costs are charged to 
the customer’s PJO, they should not be billed to the customer. In addition, PWP utilizes an apprentice-
training program and the cost of sending trainees to assist the regular crew on a job are billed to the PJO 
but not charged to the customer. PWP management estimates these cost to be $2.3M for the four years 
reviewed or approximately $575k per year. PWP management considers these costs to be overhead 
expenses even though they are charged to the PJO and when these costs are removed from the 
$8.415M expenses exceeding revenue, the reduced amount would impact the Power rate by 
$0.00067/KWH based on PWP management estimates. The details of the issues we noted and 
recommendations to strengthen internal controls is included in Attachment A. PWP management 
response is included as Attachment C. 

Issue 2: $1.6 million Prior Period Adjustment  

We looked into the specific accounting issue the whistleblower noted, identifying a prior period 
adjustment noted in PWP’s annual audited financial statement from FY 2016. In discussions with both 
the Finance Director and the AGM of Administration/Finance at PWP, this adjustment was from a FY 
2015 detailed reconciliation of PWP capital assets for water and power, which required a prior period 
adjustment over two years to close PJO’s that should have been capitalized in prior years. The allegation 
of $1.6 million references a 2nd year adjustment, which is discussed in the 2016 Water and Power 
Financial Statements as Note 16.  

The prior period adjustment is actually a reclassification of Balance Sheet accounts: Capital Projects 
under construction to Fixed Assets. Once these were reclassified to Fixed Assets, they would require a 
prior period adjustment to the Income Statement for depreciation expense for the years that the 
projects should have been capitalized. These expenses were also audited and verified by the City’s 
external auditors Lance, Soll, and Lunghard (LSL). These adjustments were also discussed in detail with 
the Finance/Audit Committee on March 13, 2017 when LSL presented the City’s Financial Statements.  

Based on these facts, the second concern in the anonymous letter was clearly communicated to the 
Finance Committee and does not represent a high risk of fraud. 

  



ATTACHMENT A

Division Issue Policy/Procedure Noted Practice/Condition Recommendation PWP Response

Water Noncompliant 
practices in billing for 
actual costs.

Municipal Code Ch. 13.20.060 - 
Application and lateral charges 
and PWP Water Regulations (2012) 

The Water Division does not go back to 
the customer if there is a cost overrun 
due to PWP labor or materials charges 
exceeding the original project estimates. 
Conversely, they do not go back to the 
customer to provide a refund if the 
project is completed under the estimated 
costs. MC 13.20.060 and 2012 Water 
Regulations require the customer to be 
billed or refunded based on actual costs.  
According to the AGM of Water, this 
practice is due to the departmental 
inefficiency in obtaining timely project 
estimates, project completion time, and 
then determination of actual costs 

The General Manager should 
consider amending the water 
regulations to reflect actual 
practices and present update to 
the MSC.

The State Water Code defines the calculation of charges for 
customer projects to be as near as possible to the actual 
proportionate cost of the new pipeline/facility. As stated in the 
Pasadena Municipal Code ("PMC"), water-related customer 
services requires that costs be determined by the General 
Manager of PWP in consideration of shared benefit by the 
applicant and others or based on costs of other similar jobs 
(§13.20.80- water main charge, §13.20.090 - Cost of other 
installations) except it should be actual cost in the case of  
§13.20.060 - Application and Lateral charges.

PWP agrees with the recommendation and will implement a 
periodic reconciliation of estimated to actual costs to determine if 
amendment of the water regulation is necessary or needed 
changes can be made in accounting systems such as Tyler Munis 
and payroll. 

Overall revenues from the lateral connection-type jobs is 
significantly lower than costs as determined by the General 
Manager  because of the shared benefits between the applicant 
and other users of the water system.  Actual costs incurred are 
affected by many factors, including mobilization/de-mobilization of 
construction crews during customer jobs when conditions or 
priorities change.  These costs are not passed along to the 
customer, as appropriate.   

Water There is no regular 
reconciliation process 
to compare estimated 
to actual costs, so the 
department is 
routinely overcharging 
or undercharging for 
water projects 
completed

Municipal Code Ch. 13.20.060 - 
Service, Application and lateral 
charges           

As noted in the prior finding, MC 
13.20.060 and 2012 Water Regulations 
require the customer to be billed or 
refunded based on actual costs. 
Additionally, the water division uses as 
Access database to generate and store 
project cost estimates/invoices, and do 
not routinely reconcile the costs estimates 
billed to project actuals. He noted the 
Engineering Manager was asked to do a 
review of this type a few years ago, but 
was done before he arrived at PWP. 

The Water Division should 
implement a quarterly or other 
periodic process to reconcile 
project cost estimate to actuals 
to capture actuals revenues, 
and provide this information to 
the General Manager

PWP agrees that a periodic reconciliation process will be 
developed to determine differences between project cost 
estimates and actual costs incurred.  It should also be noted that in 
many cases, the value of customer-requested improvements to 
the overall water infrastructure is a benefit/gain to all customers 
of the system.  The provisions to collect the cost of improvements 
is established in the water code and is defined as being as near as 
possible to the actual proportionate cost of the new pipeline or 
facility.  The differences identified between estimated and actual 
costs for customer projects will be reported to the General 
Manager after the reconciliation process is completed.
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ATTACHMENT A

Division Issue Policy/Procedure Noted Practice/Condition Recommendation PWP Response

Water There is a potential 
segregation of duties 
issue in the Water 
Division, as the staff  
that assist in 
determining project 
estimates also collect 
and  the check 
payments received at 
their office. 
Additionally, there is 
no process in place to 
reconcile project cost 
payments billed to 
actual payments 
collected and recorded 
in the City's cashiering 
system. 

COSO Internal Control Framework - 
Control Activities

The same staff that are responsible for 
project cost estimates are also collecting 
any physical checks that may be left by 
the customer at their work location.  As 
noted above, the project cost estimates 
are recorded in a system separate from 
the city's main cashiering system. There is 
no routine reconciliation of project costs 
estimates billed to money collected. This 
segregation of duties conflict could allow 
a project cost to be manipulated, or a 
check diverted for personal use. 

The Water Division should 
ensure that any physical checks 
collected are handled by staff 
without access to the project 
billing system, and implement a 
process to reconcile project 
costs billed to actual payments 
collected and recorded in the 
City's cashiering system.

The Water Department does not routinely collect payments or 
handle checks directly from customers.  Payments from Water 
customers are received/collected by administrative staff in the 
Power Delivery division.  There was an incident recently in which a 
customer delivered a check to Water Division staff due to the 
process changes related to COVID-19 protocols.  The Water 
Division has been engaged with DoIT to develop a system by which 
payments can be posted/received online, and completion of this 
project will greatly reduce the payment collection risk described in 
this finding.

Electric Power Delivery 
internal memo and 
practices are not 
consistent with electric 
service requirements.

Regulation 21, Chapter 11, Costs PWP issued an internal memo to clarify 
internal practices for staff. The memo 
states that Power Delivery will provide 
services at "fixed cost" which is also 
referred to as "agreed price" or flat fee

Reg 21 has both flat fees for some services 
(Overhead Service drops, temporary 
electric service), however, other services 
appear to state that customers will pay 
full cost incurred by PWP. 

The General Manager should 
consider amending Regulation 
21 Chapter 11 to reflect the 
current practices used to 
estimate and bill for Power 
Delivery services and present 
updates to MSC.

PWP agrees that the language defining the process in Reg 21 
should align with the billing practice and will take corrective action 
under the General Manager's direction as provided in Reg 21.  
PWP will prepare an Agenda Report recommending updated fees 
for City Council approval. The City Council will be notified of future 
administrative (non-fee related) changes to Reg 21 through 
informal processes such as the City Manager's Newsletter or 
memorandum communication from PWP. 
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ATTACHMENT A

Division Issue Policy/Procedure Noted Practice/Condition Recommendation PWP Response

Electric The ordinance updates 
and the information 
presented at the May 
14, 2019 Municipal 
Services Committee 
meeting have wording 
that is different and 
not in agreement

Ordinance No. 7338 dated 
February 4, 2019

Municipal Services Committee 
(MSC) 5/14/19 presentation

Section 13.04.100 states that "the General 
Manager shall approve service regulations 
and procedures relating to ... provisions of 
this chapter, however any proposed new 
or revised charges or fees… must be 
adopted by City Council.,"

 "No later than 30 days prior to effective 
date of any amendments to such 
regulation, the proposed amendments 
shall be posted on PWP's website and the 
City Council shall be notified in writing of 
such proposed amendments.  

Pg. 3 of May 2019 presentation states: 
General Manager may revise technical 
and procedural information in Reg 21. 
Proposed changes shall be posted on 
PWP's website and City Council shall be 
notified in writing at least 30 days prior to 
effective date.

Internal memo was not posted on website 
or sent to City Council. PWP management 
states that because it was not a proposed 
change to fees, and it was issued to clarify

The General Manager should 
consider updating Regulation 21 
and notify City Council in 
accordance with the Ordinance 
and prior communication with 
MSC. 

PWP agrees that the Municipal Code requires that modifications to 
the fees defined in Reg 21 require approval by the City Council.  
The internal memo did not modify the fees currently defined in 
Reg 21, but it did create a potential misalignment between billing 
practices and the language in Reg 21.  PWP will prepare an Agenda 
Report recommending City Council approval to modify the fees 
charged to customers as required by the Municipal Code.  City 
Council will be notified of future administrative (non-fee related) 
changes to Reg 21 through informal processes such as the City 
Manager's Newsletter or memorandum communication from 
PWP.

Electric Payments in Loadslip 
are not reconciled to 
payments in Tyler 
Cashiering

COSO Internal Control Framework 
Monitoring

Loadslip is an old system that does not 
have good reporting capabilities according 
to PWP management. However, without a 
reconciliation process, it is possible for 
Service Planners to  post that a customer's 
check has actually been received, when it 
has not been deposited in the City's bank 
account. 

Mitigating controls need to be developed 
to reduce the risk of potential fraud. 

The Electric Division needs to 
develop mitigating controls to 
reduce the risk of non-payment 
of customer fees. 

PWP maintains that there is no evidence of fraudulent activity 
related to the posting of payments received from customers for 
related work.  PWP agrees that the process to reconcile payments 
recorded in Loadslip with Tyler Cashiering records should be 
improved.  PWP will work with the Department of Finance and 
PWP's Finance & Admin division to establish balancing and 
reconciling processes to reduce the risk that customer payments 
are not made properly or are recorded incorrectly.
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Attachment B – Original Allegation

 




