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515 S. Flower Street, 41st Floor 
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O 213.330.4600   F 213.330.4880 
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May 8, 2014 

 

Mr. Andrew Green 
Director of Finance 
City of Pasadena 
100 N. Garfield Ave 
Pasadena, California  91109 

 

Dear Mr. Green: 

We have provided internal audit services related to the contract and vendor selection for the City of 
Pasadena.  Our services were performed during the week of January 27, 2014, in accordance with the 
terms of our engagement letter agreement dated November 21, 2013.  Our report is divided into the 
following sections:   

 Executive Summary—provides an introduction, the internal audit approach, an overview of the 
observations identified, as well as the overall conclusion 

 General Observations and Recommendations—details the general observations noted during the 
current year, along with recommendations for each observation 

 Detailed Testing—details the testing results noted during the current year 

 Internal Audit Scope—outlines the scope of the internal audit 

This report is intended solely for the information and use of management and the City Council of the City 
of Pasadena.  It is not intended to be, and should not be, used by anyone other than these specified 
parties.  The City of Pasadena’s external auditors and regulators may be provided with a copy of this 
report in connection with fulfilling their respective responsibilities. 

We would like to express our thanks to the staff of the City who were helpful and candid throughout the 
process.  We hope this report provides your staff with meaningful feedback and constructive 
recommendations to better manage risk.   

If you have any questions concerning this report or if members of your staff would like any additional 
guidance related to our recommendations, please contact Ms. Angela Aniol at 213.330.4665.  You may 
also contact Mr. Dan Shumovich directly at 213.330.4668. 

 
Sincerely, 

McGladrey LLP 
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I. EXECUTIVE SUMMARY 
A. INTRODUCTION 

McGladrey LLP recently completed an internal audit of the City of Pasadena’s contract and 
vendor selection activities with a primary objective of evaluating the procurement process and 
significant control points for effectiveness, adequacy and efficiency of operations.  

This project focused on compliance with City policies and internally defined processes for 
entering into contracts and selecting vendors.  We selected 56 contracts across 15 
departments and three component units of the City.  Our approach as described below 
involved interviewing departmental staff, reviewing individual contracts and supporting 
documentation, and testing for adherence to City policies and procedures.  Where applicable, 
we recommended best practices we have observed with other clients similar to the City. 

Our procedures did not include testing for compliance with contract terms or service-level 
agreements.  Rather, our procedures were limited to evaluating each department’s 
adherence to the City’s procurement and vendor selection procedures.  Below is the list of 
departments from which the selection of contracts was chosen: 

 City Attorney  Human Services and Recreation 

 City Clerk  Library 

 City Manager  Pasadena Center Operating Company 

 Division of Information Technology (DoIT)  Pasadena Community Access Corporation 

 Finance  Planning 

 Fire  Police 

 Health  Public Works 

 Housing  Rose Bowl Operating Company 

 Human Resources  Water and Power 

B. INTERNAL AUDIT APPROACH 

We completed the internal audit procedures in accordance with our engagement letter dated 
November 21, 2013.  Our review was performed to: 

• Gain an understanding of the functions and processes. 

• Identify the key risks and exposures. 

• Assess the impact of such key risks on the internal control environment. 

• Identify the internal controls in place to mitigate the key risks. 

• Evaluate the adequacy of the internal controls in place. 

To accomplish this, we reviewed or performed procedures in the specific areas noted in 
Section III of this report.  Additionally, we had discussions with applicable personnel to gain 
an understanding of the processes. 
It should be recognized that controls are designed to provide reasonable, but not absolute, 
assurance that errors and irregularities will not occur and that procedures are performed in 
accordance with management’s intentions.  There are inherent limitations that should be 
recognized in considering the potential effectiveness of any system of controls.  In the 
performance of most control procedures, errors can result from misunderstanding 
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instructions, mistakes in judgment, carelessness or other personal factors.  Control 
procedures can be circumvented intentionally by management with respect to the execution 
and recording of transactions or with respect to the estimates and judgments required in the 
processing of data. 
Further, the projection of any evaluation of control to future periods is subject to the risk that 
the procedures may become inadequate because of changes in conditions and that the 
degree of compliance with procedures may deteriorate. 

C. OVERVIEW OF OBSERVATIONS 
During the course of our work, we routinely discussed our observations with management.  In 
addition, we conducted an exit meeting on February 27, 2014, with Andrew Green, director of 
finance, Robert Ridley, controller, and Larry Hammond, purchasing administrator, to discuss 
our preliminary observations and recommendations.  Our detailed observations and 
recommendations for improving controls and operations are described in Sections II and III of 
this report.   
A summary of observations is provided below, along with the following information: 

• Relative Risk is an evaluation of the severity of the concern and the potential impact on 
the operations.  Items rated as “High” are considered to be of immediate concern and 
could cause significant operational or financial reporting challenges if not addressed in a 
timely manner.  Items rated as “Moderate” may also cause operational or financial 
reporting challenges, although they do not require immediate attention, but should be 
addressed as soon as possible.  Items rated as “Low” could escalate into operational or 
financial reporting challenges, but can be addressed through the normal course of 
conducting business. 

• Resolution Level of Difficulty is an evaluation of the estimated level of difficulty and 
potential cost to resolve the issue based on our experience and discussions with 
management.  Items rated as “High” are considered to be difficult to resolve and/or will 
require a significant amount of planning and management involvement/oversight in order 
to obtain resolution.  Items rated as “Moderate” are not as difficult to resolve and/or do 
not require a significant amount of planning, but may be time-consuming to resolve.  
Items rated as “Low” are items that are not complex and/or do not require significant 
amounts of planning and time to resolve. 

Summary of Observations 

Description Page Relative 
Risk 

Resolution 
Level of 
Difficulty 

1. Policies and Procedures ....................................................5 
2. Vendor Due Diligence ........................................................6 
3. Payment Processing and Verification ................................7 
4. Documentation and Record-keeping .................................8 
 

Low 

Moderate 

Low 

Low 

 

Low 

Low 

Low 

Low 

D. CONCLUSION 

A Satisfactory rating, as defined below, was assigned following this internal audit based on 
the results of our review of City of Pasadena department’s adherence to the City’s 
Purchasing Procedures Manual.  Overall, our transactional testing did not identify any major 
exceptions.  Our findings were moderate to low risk in nature and can be addressed in the 
normal course of business.   



CONTRACT AND VENDOR SELECTION 
INTERNAL AUDIT REPORT   CITY OF PASADENA 

© 2014 McGladrey LLP. All Rights Reserved.   Page 3 

Ratings Conditions 
Satisfactory No significant deficiencies exist.  While improvement continues to be 

appropriate, controls are considered adequate and the observations are not 
significant to the overall business process. 

Needs Improvement Some improvement is needed to bring the business process to a 
satisfactory status, but if it continues without attention, it could lead to further 
deterioration and an unsatisfactory status. 

Unsatisfactory Significant deficiencies exist that could lead to material financial loss or 
embarrassment to the organization. 
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II. OVERALL CONCLUSION 
We reviewed the City’s Purchasing Procedures Policy, interviewed key City personnel and tested 
56 contracts with a value greater than $200K from 15 departments and three ancillary offices.  In 
some instances our selection included contracts under $200K when larger contracts meeting our 
sampling criteria were not available.  

As a result of our review, we observed the following positive controls over the large contract and 
vendor selection process: 

• The City’s Purchasing Procedures Manual is comprehensive and includes sufficient 
instruction on soliciting and entering into formal agreements for large contracts. 

• Department and city personnel demonstrated a good understanding of the City’s purchasing 
process. 

• Segregation of duties exists in all phases of the large purchase process, including solicitation, 
communication and approvals. 

We also observed that certain activities could be improved including: 

• Retrieval of key documentation   

• Payment processing and verification 

• Vendor due diligence  

• Contract monitoring 

Although the above activities are low risk in nature, enhancing control activities generally results 
in improved efficiency and may reduce labor costs.  A solution that is often used to mitigate risk 
and improve efficiency is to centralize the procurement and contract monitoring activities under 
one umbrella such as an Office of Contract Management.  Centralization, when effectively 
implemented can improve efficiency, increase compliance and enhance contract monitoring.  
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III. GENERAL OBSERVATIONS AND RECOMMENDATIONS 
Observation Recommendation Management Response 

1. Policies and Procedures   

Risk Rating:  Low 
Resolution Level of Difficulty:  Low 

We reviewed the City’s Purchasing 
Procedures Manual (policies and procedures) 
and noted that it adequately addresses the 
procurement and vendor selection process.  
We did, however, make the following 
observations: 

 The manual describes the minimum level 
of documentation that should be obtained 
from a vendor prior to executing a 
purchasing requisition or purchase order; 
however, it does not describe how long or 
where the documentation will be 
maintained. 

 Although the three City component units 
(PCOC, PCAC and the RBOC) are not 
required to follow City procurement 
policies, they follow similar procedures as 
a matter of practice. 

1) We recommend that the Purchasing 
Procedures Manual be updated to include 
where collected documentation will be stored, 
i.e., either electronically or hard copies, and 
whether in a central file on the server or within 
a department.  
2) The Pasadena Center Operating Company, 
the Pasadena Community Access 
Corporation, and the Rose Bowl Operating 
Company process their own vendor 
payments.  Although they are independent of 
the City, as a best practice, we recommend 
that these offices consider following the City’s 
procurement processes, including using the 
contract routing form. 

Management Response:  1) We agree with 
the findings and have updated the Purchasing 
Procedures Manual.  2) The three component 
units already follow the City procurement 
policies and collaborate with the City 
Attorney’s office, the City Purchasing 
Manager, and the City’s Risk Management, 
Claims Coordinator.  RBOC uses the City 
contract routing form.  PCOC and PCAC 
follow City procurement procedures but do not 
use the contract routing form, which they 
could or they could develop a comparable 
checklist that will be used for all contracts and 
fulfils the same purpose as the City’s contract 
routing form. 
Responsible Individual: 1) Larry Hammond, 
Purchasing Manager.  2) Each Component 
Unit: Mike Ross, PCOC; Larry Madden, 
RBOC; Keri Stokstad, PCAC 
Target Date:  1) Completed.  2) June 2, 2014 
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Observation Recommendation Management Response 

2. Vendor Due Diligence   

Risk Rating:  Low 
Resolution Level of Difficulty:  Moderate 
Our review of the City’s vendor due diligence 
practices disclosed that once a vendor has 
been accepted, the City does not perform 
routine reviews of the vendor’s ongoing 
financial wherewithal.  Although not required, 
it is a best practice for institutions to perform a 
financial analysis and information update on 
small- to mid-cap vendors, at least on a 
biannual basis.   

We recommend that the City consider the cost 
benefit of implementing biannual due 
diligence procedures on existing small- to 
mid-cap vendors.  If implemented, the 
procedures should include the verification of 
the vendor’s financial wherewithal, any 
recorded or pending legal action and evidence 
of renewed licenses. 

Management Response:  The City believes 
that its current practices of Department 
monitoring of contract vendors is already 
adequate.  If a service or product is not timely 
or satisfactorily delivered, the City takes 
appropriate action.  Where appropriate the 
City requires a performance or payment bond.  
This recommendation creates an additional 
burden for which we have limited resources 
and may be considered as we look into 
centralizing procurement and contract 
monitoring into a Office of Contract 
Management. 
Responsible Individual:  Andy Green, 
Director of Finance for consideration of this 
recommendation 
Target Date:  June 2, 2014 
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Observation Recommendation Management Response 

3. Payment Processing and Verification   

Risk Rating:  Low 
Resolution Level of Difficulty:  Low 
We tested the payments made against the 56 
contracts under review and noted the 
following: 

 Invoices were properly approved. 

 The City has been transitioning to an 
automated bill payment system, 
AvidExchange, since 2012; however, not 
all invoices are paid through the system.  
Having multiple methods of processing 
payments may result in duplicate 
payments or payments not being 
processed timely.  Based on our detailed 
testing, we noted that payments were 
made timely and for the correct amounts. 

 Payments were supported by and agreed 
to the invoice; with the exception of one 
contract from the Building Department. 
See details under Section IV Detailed 
Testing, Part 2. Vendor Payments. 

Although we were able to determine that 
payments were properly posted, it was difficult 
to match contracts to invoices, since many of 
the contracts were long-term and the invoices 
did not match the contract amount exactly. 
There was one contract on which we could 
not reconcile the invoices to the contract for 
Scott Fazekas & Associates Inc. Please see 
the details in Section IV Detailed Testing Part 
2 Vendor Payments. 1) We recommend that 
the city research this missing documentation 
and 2) consider our recommendation above to 
centralize all contract processing and 
monitoring under one umbrella. 

Management Response:  1) The City has 
researched and reviewed the missing 
documentation and determined that the City’s 
contract with Scott Fazekas was authorized in 
the amount of $100,000 with an optional 
$100,000 increase with City Manager 
approval.  Due to increased plan checks the 
increase option has been executed.  One 
invoice for $11,742.60 was processed for 
payment in excess of contract amount 
authorized prior to the execution of the 
optional increase.  All invoices were 
appropriately approved through AvidXchange.  
2) The City will evaluate the cost benefit of an 
Office of Contract Management. 
Responsible Individual:  1) Sarkis Nazerian, 
Building Official  2) Andy Green, Director of 
Finance 
Target Date:  1) Completed.  2) June 2, 2014. 
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Observation Recommendation Management Response 

4. Documentation and Record-keeping   

Risk Rating:  Low 
Resolution Level of Difficulty:  Low  
Our review of required documentation 
included testing for the following: 

 Requests for proposals or bids, as 
applicable 

 The contract/amendment signature 
routing form 

 Executed contract 

 Proof of insurance 

 City Council approval. 

 Invoices 
Although contract routing forms were used, 
they were not always retained with copies of 
the executed contracts. 
Departments who accept/approve a 
contract/vendor are not formally informed 
when a contract has been duly executed.  
Since terms and conditions may change 
during the approval/negotiation process, it is a 
best practice for the approving department to 
receive the final executed contract and any 
supporting documentation that allows for the 
proper monitoring of performance against the 
contract and the payment of invoices.  

Documentation obtained during the 
procurement process is maintained in various 
departments, e.g., bid requests, insurance 
policies, executed contracts, invoices and 

We recommend that the City consider 
implementing the following recommendations: 

 1) Attach the completed routing form to 
the original executed copy of the contract. 

 2) Once a contract has been duly 
executed and finalized, the City Clerk’s 
office should notify the affected 
department that the contract is in force.  
The City Clerk should also send the 
department a copy of the final executed 
contract and routing form.  

 3) Further consideration should be given 
to retaining all contract-related 
documentation in electronic format on a 
common server, where key departmental 
personnel can access it when needed. 

Management Response:  The City agrees 
with the recommendations, most of which are 
already in place.  1) A copy of the contract 
routing form is already routed back to the 
originating Department with a copy of the 
executed contract.  2) Notification has been 
accomplished through the return to the 
Department of a copy of the routing form and 
executed contract.  3) Currently all  original 
contracts in the City Clerk’s purview are 
maintained in paper format.  Electronic copies 
of some older contracts are maintained in the 
City Clerk’s imaging system, and recent 
contracts from 2007 to present are being 
added to the imaging system as a matter of 
practice.  Most older contracts have not been 
digitized by the City Clerk, with the exception 
of a ten-year period of contracts (1980-1989) 
and any requested contract retrieved from 
storage.  Copies of contracts maintained by 
the City Clerk may be obtained by requesting 
them, or retrieved by departments using 
Questys, the City’s imaging system.  The City 
is currently conducting an evaluation of a new 
citywide imaging system/content management 
system that would allow for greater 
distribution and use by departments giving  
access to contracts and related documents.  
The City Clerk and Purchasing Manager will 
explore and define what contract related 
documents will also be maintained 
electronically and in compliance with legal 
requirements. The City Attorney’s office 
maintains contracts related to legal services.   
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Observation Recommendation Management Response 
payment records.  Decentralization generally 
results in inefficiencies and time delays when 
verifying information or retrieving data. 

Responsible Individual:  1) & 2) Mark 
Jomsky, City Clerk.  3) Mark Jomsky, City 
Clerk and Larry Hammond, Purchasing 
Manager. 
Target Date:  1) & 2) Accomplished.  3) June 
30, 2014.  Full implementation contingent of 
citywide imaging/content management 
system. 
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IV. DETAILED TESTING  
Departments  Departments demonstrates awareness of 

the following Procurement Policy: 
Documentation is on file to support the 
proper approval of contracts and 
selection of vendor: 

1. Procurement Policy Compliance:  

• Contracts (purchase order contracts) less than $25,000 are approved by the Purchasing Administrator. 

• Contracts in excess of $25,000, but less than $75,000 are authorized by the City Manager or Assistant City Manager. 

• Contracts in excess of $75,000 must be approved by the City Council.  An agenda report detailing the need for the contract, the process 
used to select the contractor and source of funding must be prepared to obtain approval from the City Council. 

City Manager Yes No invoices provided 

Water and Power Yes No exceptions noted 

City Clerk Yes No exceptions noted 

City Attorney Yes No exceptions noted 

Finance Yes No exceptions noted 

Fire Yes No exceptions noted 

Housing Yes No exceptions noted 

Human Services and Recreation Yes No exceptions noted 

DoIT Yes No exceptions noted 

 Library Yes No exceptions noted 

Planning Yes No exceptions noted 

Health Yes No exceptions noted 
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Departments  Departments demonstrates awareness of 
the following Procurement Policy: 

Documentation is on file to support the 
proper approval of contracts and 
selection of vendor: 

Police Yes No exceptions noted 

Public Works Yes No exceptions noted 

Human Resources Yes No exceptions noted 

Rose Bowl Operating Company Yes No exceptions noted. 

Pasadena Center Operating Company Yes No exceptions noted 

Pasadena Community Access 
Corporation 

Yes No exceptions noted 

 

Departments  Vendor payments are properly approved, 
applied to the correct contract and agree 
with invoices: 

Documentation is on file to support the 
proper approval of payment against 
contracts: 

2. Vendor Payments 

City Manager Yes No exceptions noted 

Water and Power Yes No exceptions noted 

Building (Planning) Scott Fazekas & Associates Inc. invoices 
dated March 1, 2013, for an additional 
$100,000:  The invoices received were for 
2013 and totaled $162,429.10.  They did not 
locate any change orders. 

Scott Fazekas & Associated Inc:  No 
approvals were noted on the invoices. 

City Clerk Yes No exceptions noted 
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Departments  Vendor payments are properly approved, 
applied to the correct contract and agree 
with invoices: 

Documentation is on file to support the 
proper approval of payment against 
contracts: 

City Attorney Yes No exceptions noted 

Finance Yes No exceptions noted 

Fire Yes No exceptions noted 

Housing Yes No exceptions noted 

Human Services and Recreation Yes No exceptions noted 

DoIT Yes No exceptions noted 

Library Yes No exceptions noted 

Health Yes No exceptions noted 

Police Yes No exceptions noted 

Public Works Yes No exceptions noted 

Human Resources Yes No exceptions noted 

Rose Bowl Operating Company Yes No exceptions noted 

Pasadena Center Operating Company Yes No exceptions noted 

Pasadena Community Access Corporation Yes No exceptions noted 
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V. INTERNAL AUDIT SCOPE 
During the course of our internal audit procedures conducted for the review of the City’s contract 
approval and vendor selection process, our audit covered 56 contracts from 15 departments and 
three ancillary offices.  Our testing covered the 12-month period ending December 31, 2013.  We 
also conducted interviews and system walk-throughs in an effort to identify and document key 
controls over significant processes.  

We completed the internal audit procedures in accordance with our engagement letter agreement 
dated November 21, 2013.  The key procedures performed and controls tested in this project are 
detailed below: 

• Interviewed key City staff members to obtain a detailed understanding of the key processes, 
controls and systems used to administer the trust accounts under management 

• Reviewed the City’s Purchasing Procedures Manual 

• Reviewed the City’s formal process for soliciting and accepting new contracts, including the 
initial review of vendors, comparison of bids, documented approvals and verification of 
documentation 

• Reviewed procurement procedures related to segregation of duties, transaction posting 
accuracy and verification procedures  

• Reviewed a sample of contracts for authorization and approval, ongoing contract monitoring 
and vendor due diligence 

• Selected a sample of 56 contracts from 15 departments and three offices, with a value 
greater than $200K (In some instances, our selection included contracts less than $200K 
when larger contracts meeting our sampling criteria were not available.) 

• Our detailed testing procedures included the following attributes: 

- Proof of routing document completed and signed off by all required authorities 

- Request for proposals or bids received as applicable 

- Proof of the executed contract 

- Proof of insurance coverage on the vendor 

- Review of invoices to ensure amounts paid to vendor equaled to the amount of the 
contract 

- Proof of City Council approval as applicable 
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